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PROBLEM TO BE SOLVED: To provide a 
tunnel-based IP handoff process that can minimize 
the handoff latency. ; SOLUTION: Tunnels are 
established between two mobility service providing 
nodes (source node and target node). The tunnels 
are used for communication between the mobile node 
and the source node after the mobile node performs 
L2 handoff from the source node to the target node 
and before a standard mobile IP registration process 
(that is, update of IP routing) with respect to the 
target node. The tunnels may be established before 
or after the mobile node performs the L2 handoff 
from the source node to the source node to the 
target node. Further, the tunnels may be established 
by a trigger produced inside or outside of the mobile 
node. ; COPYRIGHT: (C)2003,JPO 
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LOW LATENCY MOBILE INITIATED TUNNELING HANDOFF 

The EPO does not accept any responsibility for the accuracy of data and information originating from other authorities 
than the EPO; in particular, the EPO does not guarantee that they are complete, up-to-date or fit for specific purposes. 
Description of correspondent: US 2003104814 (A1) 

[0001] This application claims the benefit of U.S. Provisional Application No. 60/334,481, filed Nov. 30, 2001, and titled 
"Low Latency Mobile Triggered Post Registration Tunneling Handoff Scheme for Mobile IPv4 and Mobile IPv6, M wNch is 
incorporated herein by reference. 



FIELD OF THE INVENTION 

[0002] This invention relates generally to the communication of digital data in digital data networks and more specifically 
to communication of digital data in wireless, mobile-access, Internet protocol-based data networks. This invention is 
particularly relevant to real-time interactive digital data communications such as voice over Internet protocol (VoIP) and 
real time interactive multi-media. 

BACKGROUND OF THE INVENTION 

[0003] The need for personal wireless communications is expanding rapidly with the advances in digital communications 
and personal communications systems. The progress in cellular radio technology and the growth rate of the cellular 
telephone systems over the last several years is indicative of tremendous market demand for location independent 
communication via wireless access. Wireless or mobile cellular communications systems have evolved through 
generational changes since the first generation (1 G) wireless communications systems were first deployed commercially 
about two decades ago. The 1 G systems were entirely analog and primarily used for voice communication. Currently, 
the third generation (3 G) wireless communications systems are being introduced. The third generation (3 G) is defined 
by the ITU under the IMT-2000 global framework and is implemented by new communication technologies, such as 
W-CDMA and CDMA2000. 3 G is designed for high-speed multimedia data and voice, and its goals include high-quality 
audio and video and advanced global roaming, which means being able to go anywhere and automatically be handed off 
to whatever wireless system is available (in-house phone system, cellular, satellite, etc.). Unlike previous wireless 
communications systems, 3 G systems, depending on their system architectures, may be entirely IP based, i.e., all data 
is communicated in digital form via standard Internet addressing and routing protocols from end to end. 
[0004] Most of the functionality in the OSI model also exists in wireless IP communication. The OSI multi-layer model 
defines 7-layer communication protocols. For example, the OSI model specifies a hierarchy of protocols including low 
level physical hardware specifications and connections (Layer 1), radio data link establishment and format (Layer 2), IP 
network addressing and routing (Layer 3) data transport rules (Layer 4), Session (Layer 5), Presentation (Layer 6) and 
Application (Layer 7). The Layer 2 is responsible for radio link between nodes and implements specific radio access 
technology. The Layer 3, which is sometimes referred to as the IP layer, performs routing of packets or IP datagrams. 
[0005] Throughout evolution of wireless communications systems, technical challenges associated with implementing 
wireless communication have always been posed by a mobile node (MN), as traveling from one area to another, 
irregularly changing its point of attachment to terrestrial radio access point (AP) with which it is communicating wirelessly. 
Indeed, the most critical factor in achieving good performance for mobility protocols is the design of handoff. A handoff 
occurs when a MN moves from one radio AP to another. A mere change of radio AP is called a "Layer 2 (L2) handoff," 
which does not involve any Layer 3 (L3) signaling at the IP level. If the new radio access point is associated with a new 
subnet, i.e., if the MN moves from one subnet to another, a changing in routing reachability occurs and requires Layer 3 
(L3) protocol action. This L3 protocol action is called a "L3 handoff' and usually involves exchange of a series of IP 
messages that are used to update routing information for the MN to make sure that data destined to the MN is routed 
through the new subnet to the MN. 

[0006] The Internet Engineering Task Force (IETF) has proposed several standards to deal with the handoff operations. 
For instance, IETF RFC 2002 titled "IP Mobility Support," which is usually referred to as Mobile IP Version 4 (IPv4) and 
incorporated herein by reference, describes how a MN can perform L3 handoff s between subnets served by different 
agents. Under IPv4, a MN is given a long-term home address by its home agent (HA) and uses the home address as the 
source address of all IP data that it sends. When located on a foreign subnet away from its home subnet, a "care-of 
address" (CoA) is associated with the MN and reflects the MNs current point of attachment. Through an L3 handoff, the 
CoA is registered in the MNs home agent to enable the HA to update its binding or data-routing information for the MN. 
[0007] The L3 handoff process pursuant to RFC 2002 requires mobility agents, i.e., foreign agents and home agents, to 
advertise their presence via Agent Advertisement messages. A MN that receives these Agent Advertisements determines 
whether it is operating on its home subnet or a foreign subnet. When the MN detects that it has entered a new subnet, it 
obtains a CoA from Agents Advertisements sent from the foreign agent serving the foreign network. The MN then 
registers the new CoA by sending a registration request including the CoA to its home agent (HA). The L3 handoff 
completes when the HA receiving the registration request updates its internal binding information for the MN and returns 
a registration reply to the MN. After the registration, data sent to the MNTs home address are intercepted by the HA, 
tunneled by the same to the MNs CoA, received at the tunnel endpoint (either at a FA or at the MN itself), and finally 
delivered to the MN. In the reverse direction, data sent by the MN is generally delivered to its destination using standard 
IP routing mechanisms, not necessarily passing through the HA. 

[0008] Mobile IP was originally designed without any assumptions about the underlying link layers over which it would 
operate so that it could have the widest possible applicability. This approach has the advantage of facilitating a clean 
separation between L2 and L3 of the protocol stack, but it has negative consequences. Because of the strict separation 
between L2 and L3, a MN may only communicate with a directly connected FA This implies that a MN may not begin the 
registration process until it obtains L2 connectivity to a new FA after having lost L2 connectivity to the old or previous FA. 
In addition, the registration process itself takes some time to complete as the registration request and reply messages 
propagate through networks between the MN to its HA The time from the last L3 connectivity between the MN and the 
old FA to the time when the L3 connectivity to the new FA has been established manifests itself as handoff latency. 
During this time period, the MN is not able to send or receive any data. The handoff latency resulting from standard 
Mobile IP handoff procedures could be greater than what is acceptable to support real-time or delay sensitive traffic. 
[0009J Several protocol designs have been proposed for both Mobile IPv4 and IPv6 that seek to reduce the amount of 
handoff latency. For instance, Internet Draft "Low Latency Handoffs in Mobile IPv4" <draft-ietf-mobileip-lowlatency- 
handoffs-v4-03.txt>, which is incorporated herein by reference, proposes two techniques for minimizing the period of time 
when a MN is unable to send or receive data due to the delay in the Mobile IP registration process. One such technique 
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is "pre-registration handoff' which allows the MN to communicate with a new FA while still connected to the old FA The 
other is called "post-registration handoff' which provides for data delivery to the MN at the new FA even before the 
formal registration process has completed. More specifically, under the pre-registration handoff method, the old FA, 
initiated by an L2 trigger, notifies the MN of a new FA. The MN then begins an L3 handoff with the new FA while still in 
communication with the old FA, i.e., while receiving and sending data through the old FA. In other words, the 
pre-registration handoff method allows the L3 handoff to begin even before the L2 handoff begins and thus helps achieve 
seamless handoffs between old and new FAs. The new FA may initiate the pre-registration handoff by sending its 
presence through the old FA to the MN. Also, the MN may become an initiator of the pre-registration handoff by sending 
a Proxy Router Solicitation to the old FA, which in return advises the MN of the new FA In any event, a prompt and 
timely L2 trigger is necessary to implement the pre-registration handoff. 

[0010] The post-registration handoff method allows the old FA and new FA to utilize L2 triggers to set up a bi-directional 
tunnel (BDT) between the old FA and new FA that allows the MN to continue using the old FA wNle on the new FA's 
subnet. The post-registration handoff is likewise initiated by an L2 trigger that is provided to either the old FA or the new 
FA Following a successful Mobile IP Registration between the MN and the old FA, the old FA becomes the mobility 
anchor point for the MN. Either the old FA or the new FA then receives an L2 trigger informing that the MN is about to 
move from the old FA to the new FA. The FA (old or new FA) receiving the trigger sends a Handoff Request to the other 
FA (new or old FA), which returns a Handoff Reply, thereby creating a bidirectional tunnel between the FAs. When the 
link between old FA and MN is disconnected, the old FA begins forwarding MN-bound data through the tunnel to the new 
FA When a new link is established between new FA and MN, the new FA begins delivering the data tunneled from the 
old FA to the MN and forwards any data from the MN through the reverse tunnel to the old FA After the L2 handoff is 
completed, the MN may, while sending and receiving data through the tunnel from the new FA perform a formal Mobile 
IP registration with the new FA. The initiation of this formal registration may be delayed. Thus, the post-registration 
handoff enables a rapid establishment of service at the new FA 

[0011] Internet Draft "Fast Handovers for Mobile Ipv6" <draft-ietf-mobileip-fast-mipv6-03.txt>, which is incorporated 
herein by reference, proposes similar techniques for minimizing the handoff latency for Mobile Ipv6. 
[0012] In both pre and post-registration handoff methods, it is assumed that L2 triggers are properly fired at right 
timings. An L2 trigger is an abstraction of a notification from L2 that a certain event related to the L2 handoff process has 
happened or is about to happen. One possible event is early notice of an upcoming change in the L2 point of attachment 
of the MN. Other possible events are disconnection of the MWs point of attachment from the old L2 access point and 
establishment of the MN's point of attachment to a new L2 access point. Usually, firing of L2 triggers is assisted by a 
radio access network (RAN) or radio network controller (RNC) located in a subnetwork, which keeps track of and 
maintains location information of all the MNs situated within the subnetwork. Accordingly, prompt and timely firing of L2 
triggers necessitates close collaboration of two neighboring RANs over which the MN is traveling. Since close 
collaboration by two RANs is possible only when they support the same radio access technology, the above assumption 
regarding the L2 trigger firing may practically be translated into an assumption that two neighboring RANs over which the 
MN is traveling support the same radio access technology. However, current trends in wireless networking suggest that 
future wireless networks will consist of a variety heterogeneous RANs that support different radio access technologies. 
The proposed pre and post- handoff protocols simply do not support such heterogeneous handoffs. 

BRIEF SUMMARY OF THE INVENTION 

[0013] The present invention provides a tunneling handoff process that can minimize the handoff latency associated with 
the standard Mobile IP registration. The invention is applicable in both Mobile IPv4 and IPv6. Thus, in this application, the 
term "agent" used in Mobile IPv4 and the term "router" or "access router" used in Mobile IPv6 may be used 
interchangeably with each other or collectively referred to as "mobility serving nodes." 

[0014] The present invention contemplates a situation where a mobile node is leaving one subnet operated by one 
mobility serving node (source) and entering another subnet operated by another mobility serving node (target). In one 
embodiment according to the present invention, the mobile node, upon triggered, initiates the tunneling handoff process 
according to the present invention to establish a tunnel between the two mobility serving nodes, i.e., source and target 
nodes. After the mobile node has entered the new subnet operated by the target node, the standard Mobile IP 
registration process is delayed. Instead, the mobile node uses the tunnel to communicate with the source node while on 
the subnet operated by the target node. More specifically, in the present invention, the tunnel established between the 
source and target nodes will be used by the mobile node to communicate with the source node after the mobile node 
completes an L2 handoff from the source node to the target node but before completing an L3 handoff or undergoing IP 
routing update with the target node. The tunnel may be established either before or after the mobile node completes the 
L2 handoff between the source and target nodes. 

[0015] In one embodiment, a mobile node is an entity that, upon triggered, performs initiation of the tunneling handoff 
process according to the present invention. The trigger is generated either externally or internally of the mobile node. 
Alternatively, the mobile node may use its internal L2 or L3 signaling to initiate the handoff process of the present 
invention. The mobile node can initiate the tunneling handoff scheme according the present invention irrespective of 
whether the source and target nodes support the same radio access technology or different radio access technologies. 
[0016] In another embodiment, the mobile node, upon triggered, sends a tunneling handoff request to the source node to 
establish a tunnel before the mobile node initiates an L2 handoff from the source node to the target node. The mobile 
node obtains an L2 identifier, such as an L2 address, of the target node and includes the L2 identifier in the tunneling 
handoff request. The source node may in advance create a table containing L3 identifiers, such as L3 addresses or IP 
addresses, of neighboring networks in relation to their L2 identifiers and look up the table for the L3 identifier that 
corresponds to the L2 identifier in the tunneling handoff request from the mobile node. The mobile node may, if possible, 
obtain an L3 identifier of the target node and includes the L3 identifier in the tunneling handoff request. 
[0017] Alternatively, the mobile node may send a tunneling handoff request to the target node to establish the tunnel after 
the mobile node completes an L2 handoff from the source node to the target node. 

[0018] In another embodiment, in handoffs between source and target nodes that support different radio access 
technologies, any one of the mobile node, the source node and the target node may initiate the tunneling handoff process 
according to the present invention. 



BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] FIG. 1 is a graphical representation of a third generation wireless, mobile access, IP data network in which the 
present invention is intended to operate; 

[0020] FIG. 2 is a simplified graphical representation of the standard Mobile IP registration process; 

[0021] FIG. 3a is a graphical representation illustrating a Pre-L2 handoff Mobile Initiated Tunneling Handoff (Pre-MIT) for 
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IPv4 according to an embodiment of the present invention; 

[0022] FIG. 3b is a diagram illustrating trigger mode timing analysis for the Pre-MIT shown in FIG. 3a; 

[0023] FIG. 3c is a diagram illustrating triggertess mode timing analysis for the Pre-MIT shown in FIG. 3a; 

[0024] FIG. 4a is a graphical representation illustrating a Post-L2 handoff Mobile Initiated Tunneling Handoff (Post-MIT) 

for IPv4 according to another embodiment of the present invention; 

[0025] FIG. 4b is a diagram illustrating trigger mode timing analysis for the Post-MIT shown in FIG. 4a; 

[0026] FIG. 4c is a diagram illustrating triggerless mode timing analysis for the Post-MIT shown in FIG. 4a; 

[0027] FIG. 5 is a graphical representation illustrating an agent solicitation message format used in an embodiment of the 

present invention; 

[0028] FIG. 6 is a graphical representation illustrating an MIT request message format used in an embodiment of the 
present invention; 

[0029] FIG. 7a is a graphical representation illustrating a Pre-MIT for IPv6 according to another embodiment of the 
present invention; 

[0030] FIG. 7b is a diagram illustrating timing analysis for the Pre-MIT shown in FIG. 7a; 

[0031] FIG. 8a is a graphical representation illustrating a Post-MIT for IPv6 according to another embodiment of the 
present invention; 

[0032] FIG. 8b is a diagram illustrating timing analysis for the Post-MIT shown in FIG. 8a; 

[0033] FIG. 9 is a graphical representation illustrating a mobile handoff initiation message format used in an embodiment 
of the present invention; 

[0034] FIG. 10 is a graphical representation illustrating a source or target handoff initiation message format used in an 
embodiment of the present invention; and 

[0035] FIG. 1 1 is a graphical representation illustrating a handoff acknowledgement message format used in an 
embodiment of the present invention. 



DETAILED DESCRIPTION OF THE INVENTION 

[0036] The present preferred embodiments of the invention are described herein with references to the drawings, 
wherein like components are identified with the same references. The descriptions of the preferred embodiments 
contained herein are intended to be exemplary in nature and are not intended to limit the scope of the invention. 
[0037] FIG. 1 illustrates graphically an exemplary third generation, wireless, mobile access, Internet protocol (IP) data 
network 100 in which the invention will find application. For purposes of the present application, it is assumed the IP data 
network 100 adheres to the International Mobile Telecommunications 2000 (IMT-2000) standards and the specification of 
the International Telecommunications Union (ITU) for wireless, mobile access networks. Additionally, it is assumed that 
the data network 100 implements Mobile IP support according to the proposed Mobile IP version 4 (IPv4) standard of 
the Internet Engineering task Force (IETF). However, those skilled in the art will appreciate that the present invention can 
also be used in data networks that implement the Mobile IPv6 protocols. Thus, it should be noted that throughout this 
application, the term "agent" may be used interchangeably with the term "access router" or just "router" and so may 
"Agent Discovery" with "Neighbor Discovery," "Agent Solicitation" with "Router Solicitation" and "registration request" with 
"binding update." Especially, the term "agent" and the term "router" or "access router" may be collectively referred to as 
"mobility serving node" in this application. The Mobile IPv6 protocols are prescribed in the draft working document <draft- 
ietf-mobileip-ipv6-13> entitled "Mobility Support in IPv6," which is incorporated herein by reference. 
[0038] The wireless, mobile access, IP data network 100 has at its core a fixed node IP data network 120 comprising 
numerous fixed nodes (not shown), i.e., fixed points of connection or links. Digital data is communicated within and over 
the network in accordance with Internet Protocol version 4 (IPv4), specified as IETF Requests for Comments (RFC) 
2002, which is incorporated herein by reference. Again, IPv4 is just an example of communication protocol and can be 
replaced with other communication protocols, such as IPv6. Some of the nodes of the core network 120 comprise 
conventional routers (not shown), which function as intermediary nodes in accordance with conventional Internet 
addressing and routing protocols to route packets of data between source and destination nodes connected to the 
network. 

[0039] Built on the core 120 is a collection of gateway routers (GR) 130 that comprise an IP mobile backbone 140. The 
gateways 130 comprising the IP mobile backbone are themselves nodes of the core network 120 and are interconnected 
via the core network 120. Each gateway 130 has a plurality of agents 145 connected thereto that can communicate with 
mobile nodes 135. Mobile nodes may comprise any number of different kinds of mobile, wireless communication devices 
including handsets, cellular telephones, hand-held computers, personal information managers or the like. The agents 145 
are mobility serving nodes and function as home agents (HA) and foreign agents (FA) to interface mobile nodes 135 to 
the core network 120 through gateways 130, as specified in IETF RFC 2002. The agents 145 are Layer 3 access 
network entities. The mobile nodes 135 communicate with the agents 145 through radio access points (AP) 155. The 
APs 155 are Layer 2 access network entities. A group of APs 155 forms a subnetwork 150. Each agent 145 serves a 
subnetwork 150 and provides a network link as an interface between the subnetwork 150 and the data network 100. The 
mobile nodes 135 and the APs employ known CDMA or W-CDMA or similar digital data communication technology to 
communicate with each other. 

[0040] Pursuant to RFC 2002, each mobile node is assigned a home radio subnetwork which comprises a home agent 
145, which maintains current location information of the mobile node and which can route packets to the mobile node at 
its current location. Other agents 145 function as foreign agents, which a mobile node can "visit" while away from its 
home subnetwork area. Whichever home agent or foreign agent a mobile node 1 35 happens to be communicating with at 
a given time establishes a network link and provides network access to the mobile node. Each of the mobile nodes and 
agents in the network has a unique IP address just as in conventional fixed node data networks employing conventional 
Internet protocols. 

[0041] Within the overall data network 100, two levels of handoff process are contemplated. The first level is a 
macro-level handoff or an Layer 3 handoff, which involves a change in location of a mobile node such that it leaves one 
radio subnetwork served by one agent to go to another subnetwork served by another agent. Thus, through an L3 
handoff, the mobile node's network link necessarily changes. The next level is a micro-level handoff or an Layer 2 
handoff, which involves a change in the location of a mobile node within an AP subnetwork 150, in which case the mobile 
node's radio link changes but network link does not change. The handling of L2 handoff is standard in wireless, cellular 
communication networks. For example, it is well known to use beacon signal strength from nearby APs for detecting 
reachability of the nearby APs. 

[0042] FIG. 2 provides a simplified graphical illustration of the standard Mobile IP L3 handoff process. The network 120 
is an IP data network that implements IPv4. Connected through gateways (not shown) to the network 120 are mobility 
agents 1 45 ( HA, FA1 , FA2 and FA3) , each of which, as described above, operates its own subnet 1 50 that consists of a 
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group of APs 155 (not shown). Each subnet has a radio access network (RAN) or radio network controller (RNC) that 
keeps track of and maintains location information of all the MNs situated within its own subnet. 
[0043] A MN 135 is currently located at a starting location A which is within the subnet operated by the FA1 and moving 
towards an end location C via an intermediary location B. The MN has originated from the HA and thus has a permanent 
home IP address given by the HA. But being within the FAVs subnet away from the HA's subnet, the MN has temporarily 
configured itself with a care-of address (CoA) provided by the FA1. Through the Mobile IP registration process that the 
MN previously performed with the FA1, the CoA has been registered in the HA as binding information. Therefore, any 
data that is destined to the MN is intercepted by the HA, tunneled to the FA1 and forwarded to the MN from the FA1. 
Outbound data from the MN may be routed back to the HA or sent directly to its destination. 
[0044] As the MN moves from the starting location A and arrives at the intermediary location B, there comes a point 
where further wireless communication with the FA1 begins to fail. The MN is leaving the subnet 150 operated by the FA1 
and about to enter the subnet 150 operated by the FA2. As the MN passes the intermediary location B, an L2 trigger is 
fired to inform the MN, FA1 and FA2 that the MNs L2 handoff is imminent. The trigger is fired sufficiently before the MN 
loses its radio link with the FA1 so that the MN can complete the L2 handoff to the FA2 before it loses the FA1 . The L2 
handoff is collaborative action by the MN, FA1 and FA2 and assisted by the RANs of FA1 and FA2. Upon completion of 
the L2 handoff, the MN has a new radio link with the subnet 150 operated by the FA2. Also, as soon as the MN enters 
the FA2's subnet, it begins to receive Agents Advertisements from the FA2. The Agents Advertisements from the FA2 
inform the MN that it is now operating in the subnet served by the FA2. 

[0045] As moving further towards the destination location C, the MN performs an L3 handoff or standard Mobile IP 
registration with the FA2. At the beginning of the registration process, the MN extracts a CoA from an Agent 
Advertisement from the FA2. Preferred procedures for address auto-configuration are specified in IETF RFC 2462, 
which is incorporated herein by reference. The MNs new CoA includes the FA2's IP address and a subnet address 
component for the MN as advertised by the FA2. The MN then registers the new CoA by sending, to the HA through the 
FA2, a registration request containing both the new CoA and the MN*s permanent home IP address. In response, the HA 
updates the binding information of the MN in its binding cache and sends the MN a registration replay through the FA2, 
whereby an L3 link is established between MN and FA2. Hereafter, packets transmitted to the home IP address of the 
MN will be intercepted by the HA and tunneled by the HA to the FA2 and delivered to the MN from the FA2. 
[0046] Please note that during the above standard Mobile IP registration process, there is a time period created during 
wNch the MN is unable to send or receive data. TNs time period is referred to as handoff latency, which starts at the 
time when the MN loses its radio communication with the FA1 and ends at the time when the MN completes the L3 
handoff to the FA2. It has been calculated that the handoff latency introduced during the above registration process will 
probably fall in the range of more than hundreds of msecs. The contributing factors to this handoff latency appear to be 
the new agent discovery by the MN, the updating procedures at the HA, and probably most significantly, propagation of 
the registration request and replay messages between HA and FA2, which are likely to be separated by other 
intermediate local networks. The handoff latency resulting from the above standard Mobile IP registration process could 
be greater than what is acceptable to support real-time or delay sensitive traffic. 

[0047] The present invention provides basically two schemes for minimizing latency associated with L3 handoffs. The first 
scheme is called a Pre-L2 handoff Mobile Initiated Tunneling handoff (Pre-MIT), and its detailed steps are illustrated in 
FIGS. 3a, 3b and 3c. The second scheme is called a Post-L2 handoff Mobile Initiated Tunneling (Post-MIT), and its 
detailed steps are illustrated in FIGS. 4a, 4b and 4c. Each scheme may operate under either trigger mode or trigger-less 
mode. With reference to FIGS. 3a, 3b and 3c, the Pre-MIT will first be described. 

[0048] FIG. 3a is a graphical representation illustrating a Pre-MIT for IPv4. FIG. 3b is a diagram illustrating trigger mode 
timing analysis for a Pre-MIT shown in FIG. 3b. In FIG. 3a, there are two FAs shown each of which has, as described 
above, its own subnet 150 that consists of a group of APs 155 (not shown). A MN has been registered with an old FA 
(oFA or source) and is currently sending and receiving data through the oFA. The MN is now moving away from the oFA 
towards a new FA (nFA or target). It is assumed that the oFA and the nFA support different radio access technologies. 
TNs assumption will also underlie the other embodiments discussed in the present application. Yet, it should be 
appreciated that the present invention is also applicable to handoffs between FAs that support the same radio access 
technology. 

[0049] When the MN arrives at a certain point between oFA and nFA where data communication with the oFA begins to 
fail, the MN receives an L2 trigger informing that an L2 handoff is imminent (Step 301). An L2 trigger is an abstraction of 
a notification from Layer 2 that a certain event has happened or is about to happen. There are three kinds of L2 triggers 
contemplated in the present invention. The first trigger is a trigger that notifies that an L2 handoff is imminent. This first 
trigger may be received by any of the MN, the oFA and the nFA The second trigger is called a link-down trigger that 
notifies the MN and the oFA that they have lost an L2 communication link that existed between them. The last trigger is 
called a link-up trigger that notifies the MN and the nFA that a new L2 communication link has been established between 
them. 

[0050] In the present invention, the L2 trigger is not associated with any specific L2 signals but rather is based on the 
kind of L2 information that is or could be available from a wide variety of radio link protocols. Thus, the trigger may be 
implemented in a variety of ways. For instance, the L2 driver may allow the IP stack to register a callback function that is 
called when the trigger fires. The operating system may allow a thread to call into a system call for the appropriate 
trigger or triggers. The trigger may consist of a protocol for transferring the trigger notification and parameter information 
at either L2 or L3 between the new AP and the old AP. Alternatively, the trigger information may be available within the 
operating system kernel to the IP stack from the driver as an out of band communication. Also, triggers may come from 
any of the oFA, the nFA and even the radio access networks (RAN) or radio network controllers (RNC) that serve the 
subnets operated by the oFA and the nFA if those entities are capable of firing such L2 triggers. The MN may self-trigger 
itself if it is capable of firing the triggers. 

[0051] Triggered by the L2 trigger notifying that an L2 handoff is imminent, the MN sends a mobile handoff request 
(HReq(m)) to the oFA (Step 302). This HReq(m) is in a special message format that comprises an Internet Control 
Message Protocol (I CMP) Field, which contains four values, as shown in FIG. 5. The four values in the I CMP field are a 
type value, a code value, a checksum value and a reserved value. These values are in a bit format. The type value 
indicates that the message is a mobile handoff request (HReq(m)). The code value is 0. The checksum value is a 16-bit 
one's complement of the one's complement sum of the ICMP message, starting with the ICMP type value. For computing 
the checksum, the checksum field is set to 0. The reserved value is 32 bits that are set at 0. 
[0052] The other field in the special message format is an Address field. The Address field contains target trigger 
parameters that are in a bit format. The target trigger parameters are link layer addresses or L2 identifiers (e.g., L2 
addresses) of up to three target foreign agents. The MN may obtain these L2 identifiers from pilot beacon signals 
received from FAs. The oFA may optionally choose one of these L2 identifiers according to predetermined policies. In 
this embodiment, for better understanding of the processes in the invention, it is assumed that the Address field contains 



4 of 8 



10/22/2009 5:33 PM 



esp@c£net — Description „, 



http://v3.espacenet.com/publicationDetails/description?CC=JP&NR-. 



one address, i.e., the address of the nFA. It is also assumed that the oFA knows the IP address of nFA. Without the IP 
address of nFA, the oFA could not communicate directly with the nFA There are two ways for the oFA to obtain the IP 
address of nFA One way is to obtain it from the MN. If Agent Advertisements from the nFA reach the MN, the MN may 
obtain the IP address of nFA from the Agent Advertisements and attach the address to an HReq(m). The other way is to 
require the oFA to have a table caching IP addresses of nearby FAs in relation to their L2 identifiers. If there is no IP 
address attached to the HReq(m), the oFA will extract an L2 identifier from one of the extensions of the HReq(m). With 
this L2 identifier, the oFA searches the table to find the corresponding IP address. Formation of the table and its search 
operation will be discussed later in detail in the Pre-MIT triggerless mode scheme shown in FIG. 3c. It is assumed in this 
embodiment that an HReq(m) from the MN has extensions that contain both L2 and L3 identifiers of nFA. 
(0053] When receiving the HReq(m) from the MN, the oFA extracts the L3 identifier stored in one of the extensions 
attached to the HReq(m) and determines that the MN is going to switch its point of attachment from itself to the nFA. The 
oFA then sends a Source Agent Handoff Request (HReq(s)) to the nFA (Step 303). When receiving the HReq(s) from the 
oFA, the new FA opens the extensions attached to the request and learns that the MN is about to handoff from oFA to 
itself. In response, the nFA sends a Handoff Reply (HRply(t)) back to the oFA (Step 304), whereby a tunnel is 
established between oFA and nFA The tunnel may be unidirectional and used only to forward data from nFA to oFA. 
Alternatively, the tunnel may be bidirectional and used to forward data back and forth between oFA and nFA. The 
Handoff Reply from the nFA is forwarded by the oFA to the MN (step 305). 

[0054] The HReq(s) and the HRply(t) are in a special message bit format identical to each other. FIG. 6 shows the 
message format of the HReq(s) and the HRply(t). The format contains a type value, an H bit, a N bit, an R bit, a M bit, a 
G bit, a T bit, a B bit, a lifetime value, a home area address of the MN, a home address of the MN, among which 
relevant to the present inventions are as follows: The type value indicates that the message is a handoff request (HReq) 
or a handoff reply (HRply). The H bit is a source-triggered hand off request. When the H bit is set, then the N bit is unset 
that indicates that the request is from a source. The N bit is a target triggered handoff request. When set and the H bit is 
unset, this is an indication that the request is from a target. In this embodiment, the oFA is sending the HReq. Thus, H is 
set and N is unset. The R bit is set if the request is a request to renew a tunnel when neither the H nor the N bits are set. 
The T bit indicates that the oFA is willing to support both forward and reverse tunnel service. Thus, the oFA may decide 
according policies whether to make the tunnel unidirectional or bidirectional. The B bit indicates that the MN has 
requested a reverse tunnel to the HA and that the nFA should use reverse tunnel to the HA if it will not be reverse 
tunneling to the oFA. 

(0055] Next, the lifetime value indicates the time in seconds for which tunnel service for the MN will be maintained. If the 
lifetime value is zero and the T bit is not set, then the oFA is not willing to tunnel any packets for the MN. A positive 
lifetime value and a set T bit indicate that the oFA is willing to tunnel for the indicated time. The identification value is a 64 
bit number utilized for matching registration requests with registration replies, and for protecting against replay attacks of 
registration messages. 

(0056] As long as the L2 link remains up between oFA and MN, the oFA forwards to the MN data tunneled from the MN's 
HA, and tunnels back to the HA or sends out directly to the destination data received from the MN. When the link with the 
MN becomes down, the oFA, notified by a link down trigger, will start sending data received for MN to the nFA through 
the tunnel established between oFA and nFA. As soon as the MN enters the subnet operated by the nFA and an 12 link 
is established between MN and nFA, the nFA, notified by a link up trigger, will deliver to the MN data tunneled from the 
oFA and may tunnel data from the MN back to the oFA if the tunnel is bidirectional. 

(0057] Thus, the above embodiment of the present invention allows the MN to utilize L2 triggers to set up a tunnel 
between oFA and nFA that allows the MN to continue using the oFA for data communication while on the nFA's subnet. 
This eliminates a possible source of handoff latency and enables a rapid establishment of service at the new point of 
attachment while minimizing the impact on real-time applications. The MN must eventually perform a formal Mobile IP 
registration illustrated in FIG. 2 after L2 communication with a new FA is established, but this can be delayed as required 
by the MN. Until the MN performs registration, a new FA and an old FA will setup and move a tunnel as required to give 
MN continued connectivity. 

[0058] FIG. 3c illustrates a timing analysis of the Pre-MIT method operating under the trigger-less mode. Under this 
trigger-less mode, it is assumed that the oFA has a table storing the IP addresses and L2 identifiers of nearby FAs. 
These addresses are obtained in advance, using Router Solicitations and Router Advertisements defined in Mobile IPv4 
(RFC 2002). The difference between the present invention and RFC 2002 is that in RFC 2002, these protocols are 
implemented between an MN and nearby FAs, whereas the same protocols are implemented between a FA and its 
neighboring FAs in the present invention. Thus, in this embodiment, the old FA sends out Agent Solicitations in advance to 
neighboring FAs. In response, the neighboring FAs return Agent Advertisements to the oFA The oFA then extracts the 
L3 identifiers and L2 identifiers from extensions attached to the Advertisements and cashes them in the internal table. 
[0059] It is also assumed under the trigger-less mode that no L2 trigger is available for MN to initiate the Pre-MIT. 
Therefore, the MN has to use its internal L2 signals to initiate the Pre-MIT. If the MN's L2 has the link evaluation 
capability, when it sees link degradation, it can notify the MN's L3 for handoff. Usually, MWs L2 is designed to be able to 
monitor the signal strengths of pilot beacons from nearby FAs including the one with which the MN is communicating. By 
monitoring the beacon signal strengths, the L2 can notify the L3 that an L2 handoff is imminent. The L2 may also provide 
prioritized possible new candidate FAs and their L2 identifiers in the notice to the L3. Alternatively, the MN may use L3 
evaluation of packet latency to predict an L2 handoff. Such handoff prediction based on packet latency is described in 
U.S. patent application Ser. No. 09/770,544 entitled "MOBILITY PREDICTION IN WIRELESS, MOBILE ACCESS 
DIGITAL NETWORKS" by Gwon et al. and U.S. patent application Ser. No. 09/772,381 entitled "FAST DYNAMIC 
ROUTE ESTABLISHMENT IN WIRELESS, MOBILE ACCESS DIGITAL NETWORKS USING MOBILITY PREDICTION' 
by Gwon et al., both of which are hereby incorporated by reference. 

[0060] Returning to FIG. 3c, while connected to the oFA, the MN monitors pilot beacons from the oFA and other nearby 
FAs to find candidate FAs for next handoff. The MN is traveling away from the oFA towards a new FA There comes a 
point between oFA and nFA where the MN receives a notice from its L2 that the pilot beacon from the oFA is fading. 
Using this notification from the L2 as a trigger, the MN initiates the Pre-MIT (Step 301). It is assumed that the L2 has 
already notified the MN, based on the signal strength of received pilot beacons, that the nFA is the target of next handoff. 
When initiating the Pre-MIT, the MN attaches the L2 identifier of nFA to an Agent Solicitation and sends it to the oFA 
(Step 302). 

(0061] When receiving the Agent Solicitation from the MN, the oFA opens the extension and extracts the L2 identifier 
from it. The oFA then searches the table for the IP address corresponding to the received L2 identifier and determines 
the IP address of nFA The oFA then sends a HReq(s) to the nFA (Step 303). This HReq(s), as well as a HRply(t) sent in 
next Step 304, has the same data format as shown in FIG. 6. The operations performed in Step 304 and Step 305 in 
FIG. 3c are the same as those performed in the corresponding steps in FIG. 3b and therefore a detailed description 
thereof is omitted. Under the trigger-less mode, the MN is able to initiate the Pre-MIT without any assistance from other 
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IP entities. Thus, the trigger-less mode is particularly suitable in situations where the hand-off is performed between FAs 
that support different radio access technologies. In some of the networks, e.g., IEEE 802.1 1x and Bluetooth, the L2 
triggers as discussed above may not be available from the network side. According to the present invention, mobile 
nodes operating under the trigger-less mode can initiate the Pre-MIT between such heterogeneous networks irrespective 
of what radio access technologies these network supports. 

(0062] FIG. 4a shows a Post-L2 handoff Mobile Initiated Tunneling Handoff (Post-MIT) scheme according to the present 
invention. FIG. 4b illustrates a timing analysis of the Post-MIT trigger mode scheme. FIG. 4c illustrates a timing analysis 
of the Post-MIT triggerless scheme. The difference between the Pre-MIT and the Post-MIT is that the Pre-MIT is 
initiated wNle the MN is within the oFA's subnet and has L2 connectivity to the oFA, whereas the Post-MIT is initiated 
after the MN enters the nFA's subnet (already lost L2 connectivity to the oFA) and establishes new L2 connectivity to the 
nFA In other words, in the Pre-MIT, a tunnel between oFA and nFA is established while the MN is within the oFA's 
subnet before it begins an L2 handoff from the oFA to the nFA In the Post-MIT, however, the tunnel is established after 
the MN enters the nFA"s subnet and the L2 handoff is completed to the nFA. Thus, the Pre-MIT may be characterized as 
"predictive" because a tunnel is established based on a predicted L2 handoff. The Post-MIT may be characterized as 
reactive because a tunnel is established subsequently to the establishment of new L2 connectivity to a new foreign agent. 
[0063] The Post-MIT illustrated in FIG. 4b is initiated when the MN enters the subnet operated by the nFA When leaving 
the oFA's subnet, the MN receives an L2 trigger informing that an L2 handoff is imminent, but the MN just ignores the 
trigger and let an L2 handoff take place. As soon as the MN enters the nFA's subnet, L2 connectivity is established 
between MN and nFA The MN is notified of the fact by a link-up trigger (Step 401) and proceeds to initiate the 
Post-MIT. Alternatively, the MN may proceed with the standard Mobile IP registration process with the nFA If the MN 
chooses to perform the standard registration process, the process will add to the handoff latency during which the MN 
will not be able to receive or send date until the registration process ends. If the MN was in the middle of sending or 
receiving delay sensitive data when the L3 connectivity to the oFA was lost, it should proceed with the Post-MIT 
according to the present invention. 

[0064] Initiated by the link-up trigger, the MN sends the nFA a HReq(m) (Step 402) the data format of which is already 
shown in FIG. 5. The difference is that the HReq(m) used in the Pre-MIT method has an extension that contains the 
nFA's L2 identifier (L3 identifier is optional), whereas the HReq(m) used in the Post-MIT has an extension containing the 
oFA's IP address. When receiving the HReq(m), the nFA sends a HReq(t) to the oFA (Step 403). The oFA then returns a 
HRply(s) (Step 404). Through an exchange of the HReq(t) and the HRply(s) between nFA and oFA, a tunnel is 
established between them. The HRply(s) from the oFA is relayed to the MN from the nFA (Step 405) to notify the MN 
that a tunnel has been established. The HRply(s) from the oFA may be forwarded to the MN when the first data is sent 
to the MN through the tunnel. The HReq(t) and the HRply(s) are in the same message format as shown in FIG. 6. Since 
the HReq(t) is sent from the nFA (target) to the oFA (source), the H bit is unset and the N bit is set in the HReq(t). If the 
T bit is set in the HReq(t), the nFA is requesting reverse tunnel service. Also, a time indicated in the Lifetime represents a 
request by the nFA for a reverse tunnel. A value of 0 in the Lifetime indicates that the nFA does not require reverse 
tunnel service. 

[0065] Using the tunnel between oFA and nFA the MN, although being within the nFA's subnet, is able to receive data 
from the oFA. In the Post-MIT, the MN is not able to receive data until a tunnel is set up between nFA and oFA after it 
receives a link-up trigger. However, time for setting up the tunnel between nFA and oFA is considered minimal, compared 
to time required for the MN to perform the complete Mobile IP registration process in which registration request and 
reply messages propagate through intermediate networks between MN and its HA. Thus, like the Pre-MIT, the Post-MIT 
eliminates a possible source of handoff latency and enables a rapid establishment of service at the new point of 
attachment. The MN must eventually perform an L3 handoff somewhere, but this can be delayed as required by the MN. 
[0066] FIG. 4c shows a time analysis of the Post-MIT operating under the triggerless mode. As in the Pre-MIT under the 
triggerless mode, no L2 trigger may be available for the MN to initiate the Post-MIT. Therefore, the MN must use its 
internal L2 signals to initiate the Post-MIT (Step 401). The MISTs internal L2 signals that may be used for this purpose are 
internal link-up and link-down notifications generated from a protocol stack in the MN's link layer and brought up to the IP 
interface via an API by means of translating information available at the MN's device driver. Unlike the link-up or link-down 
trigger used in the trigger mode, these link-up and link-down notifications do not need to include any L2 or L3 identifier of 
the AP which the MN is connected to or disconnected from. For example, in wLAN IEEE 802. 1 1b, the internal link-up and 
link-down notifications can be generated via a wLAN device driver when it receives a disassociation or re-association 
message created at the wLAN control frame. 

[0067] Triggered by the internal L2 signal, the MN sends the nFA an Agent Solicitation with an extension containing the IP 
address of oFA (Step 402). The subsequent operations performed in Steps 403, 404 and 4055 are the same as the 
corresponding steps in FIG. 4b. This triggerless mode is particularly useful in situations where the Post-MIT is performed 
over heterogeneous networks that support different radio access technologies. 

[0068] The present invention may also be used in networks that implement Mobile IPv6. FIGS. 7a and 7b are diagrams 
illustrating a Pre-L2 handoff Mobile Initiated Tunneling handoff (Pre-MIT) for Mobile IPv6 and its time analysis. There is 
no difference in basic protocols between the Pre-MIT for IPv6 and the counterpart for IPv4 already discussed above. 
The differences between them mainly reside in L3 messages used to implement the handoff operations. Like the Pre-MIT 
for IPv4, the Pre-MIT for IPv6 establishes a tunnel between an old access router (oAR) and a new access router (nAR) 
before an L2 handoff takes place from the oAR to the nAR. The tunnel so established will allow the MN to continue using 
the oAR for data communication while on the nAR's subnet. This eliminates a possible source of handoff latency and 
enables a rapid establishment of service at the new point of attachment while minimizing the impact on real-time 
applications. 

[0069] Like the counterpart for IPv4, the Pre-MIT for IPv6 functions under either trigger or triggerless mode. Mobile IPv6 
is designed to be more L2 independent than Mobile IPv4. But if the L2 trigger notifying that an L2 handoff is imminent is 
available in the IPv6 network, that L2 trigger may be used to trigger the MN to initiate the Pre-MIT according to this 
embodiment. If the L2 trigger is not available in the network, the Pre-MIT should be performed under the triggerless 
mode. Under the triggerless mode, if the MN has L2 capable of evaluating the link, the MN may use signaling from the L2 
notifying link degradation. Alternatively, the MN may use L3 evaluation of packet latency to predict an L2 handoff. 
[0070] As is required to implement the Pre-MIT for IPv4, the L2 identifier and/or L3 identifier of the nAR is also required 
to implement the Pre-MIT for IPv6. The MN can know the L2 identifier from beacon signals from the nAR. The MN can 
also know the L3 identifier from Router Advertisements from the nAR if the Router Advertisements reach the MN. The 
oAR may, on behalf of the MN, send Router Solicitations in advance to solicit Router Advertisements from the nearby 
ARs. When receiving Router Advertisements, the oAR cashes in a table the L3 identifiers of the nearby ARs in relation to 
their L2 identifiers. The table is used to identify the L3 identifier of the nAR when the MN notifies the oAR of only the L2 
identifier of the nAR. 

[0071] Returning to FIGS. 7a and 7b, triggered by either external or internal signaling that an L2 handoff is imminent 
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(Step 701), the MN prepares a Mobile Handoff Initiation Message Hl(m) and sends the Hl(m) to the oAR (Step 702). 
This Hl(m) is in a special message format that comprises an IP Field, an Internet Control Message Protocol (I CMP) Field 
and Option Field. The ICMP Field is shown in FIG. 9. The IP Field contains four values which provide parameters 
necessary to deliver a Handoff Initiation Message (HI) from a sender to a receiver. The first value in the IP Field is a 
Source Address, which is the MN's home IP address in this embodiment. The second value is a Destination Address, 
which is the oAR's IP address in this embodiment. The third value is a Hop Limit which is set to 255. The last value is an 
Authentication Header as required by IPv6 security protocol. This Authentication Header will be used to authenticate the 
HI to the receiver. 

[0072] In the ICMP Field, the type value indicates that the message is a mobile handoff initiation message (Hl(m)). The 
code value is 0. The checksum value is a 16-bit one's complement of the one's complement sum of the ICMP message, 
starting with the ICMP type value. The Identifier value indicates the sender of the message, which is the MN in this 
embodiment. The S bit is set to 0. The U bit is a buffer flag. When the U bit is set, until the MN becomes ready to receive 
data in the nAR'subnet, the nAR is required to buffer any packets destined for the MN that are tunneled from the oAR. 
The H bit is a Pre-MIT flag which indicates, when set, that the handoff operation is the Pre-MIT. The T bit is a Post-MIT 
flag, which indicates, when set, that the handoff operation is the Post-MIT. The R bit is set at 0. The M bit is a mobile 
initiation flag which indicates, when set, that the MN is initiating the MIT handoff. The Reserved value is set to 0. 
[0073] There are five valid values that may be stored in the Option Field. The first value is the link layer (L2) address of 
the MN. This value should be included in the Field to help the destination recognize the MN. The second value is the link 
layer address of the nAR. The third value is the IP (L3) address of the nAR. In order to perform the Pre-MIT, either the 
link layer address or the IP address of the nAR has to be included in the Field to notify the oAR of the identity of the 
nAR, to which the MN is expecting to handoff. The forth value is the IP address of the oAR, which will be presented from 
the MN to the nAR when initiating the Post-MIT as discussed later. The last value is a new care of address (CoA) of MN. 
The MKTs CoA includes nAR's IP address and a subnet address component for the MN as advertised by the nAR. 
[0074] In FIGS. 7a and 7b, the Hl(m) is sent to the nAR (Step 702). If the L3 identifier of the nAR is not included in the 
Hl(m), the oAR searches the table for the L3 identifier corresponding to the L2 identifier of the nAR stored in the Hl(m). 
The oAR then prepares a Source Handoff Initiation Message (Hl(s)) and sends the Hl(s) to the nAR (Step 703). The 
Hl(s) is in a format that comprises an IP Field, ICMP Field and Option Field. The ICMP Field is illustrated in FIG. 10. In 
the IP Field, the Source Address is now the IP address of the oAR in this embodiment because the oAR is sending the 
Hl(s). The Destination Address is set to the IP address of the nAR. The values in the ICMP Field are transported from 
the Hl(m) sent from the MN. The Option Field includes: the link-layer address of the MN; the old CoA used by the MN 
while attached to the oAR; a new CoA that the MN wants to use when connected to the nAR; and a lifetime of a tunnel, 
in seconds, for which the oAR requests the tunnel to be maintained. 

[0075] In response, the nAR returns a Handoff Acknowledgement Message (HACK) to the oAR (Step 704), whereby a 
bidirectional or unidirectional tunnel is established between oAR and nAR. The HACK is in a data format that comprises 
an IP Field, ICMP Field and an Option Field. The ICMP Field is shown in FIG. 1 1. In the IP Field, the Source Address is 
the IP address of the nAR. The Destination Address is set to the IP address of the oAR. In the ICMP Field, the code 
value may be set at one of "128," "129" and "130" when the nAR cannot accept the handoff. The value "128" means to 
the receiver, i.e., the oAR, that the sender, i.e., the nAR, cannot accept the handoff for unspecified reasons. The value 
"129" means that the sender cannot accept the handoff because it is administratively prohibited. The value "130" means 
that the sender cannot accept the handoff because of insufficient resources. The Option Field includes a lifetime of a 
tunnel, in seconds, for which the sender, i.e., the nAR in this embodiment, is willing to grant tunnel service. 
[0076] The HACK from the nAR is forwarded from the oAR to the MN (Step 705). If the MN finds any one of the above 
three values in the ICMP Field, the MN will perform the standard Mobile IPv6 registration process by sending out a 
Router Solicitation to find out candidate new access routers for handoff. If the MN fails to receive the HACK from the 
oAR within a certain period of time after it sent the Hl(m) to the oAR, the MN will likewise proceed to perform the 
standard Mobile IPv6 registration process. 

[0077] FIGS. 8a and 8b are diagrams illustrating a post-mobile initiated tunneling (Post-MIT) handoff for Mobile IPv6 and 
its time analysis. There is no difference in basic protocols between the Post- MIT for IPv6 and the counterpart for IPv4 
already discussed above. The differences between them mainly reside in L3 messages used to implement the handoff 
operations. Like the counterpart for IPv4, the Post-MIT for IPv6 establishes a tunnel between an old access router (oAR) 
and a new access router (nAR) after new L2 connectivity is established between MN and nAR. The Post-MIT eliminates 
a possible source of handoff latency and enables a rapid establishment of service at the new point of attachment. 
[0078] The Post-MIT illustrated in FIGS. 8a and 8b is initiated by the MN, as receiving a link-up trigger when the MN 
enters the subnet of nFA (Step 801). Initiated by the link-up trigger, the MN prepares a Mobile Handoff Initiation 
Message Hl(m) and sends it to the nAR (Step 802). In the Hl(m), the IP Field has the IP address of the nAR as the 
Destination Address. In the ICMP Field, the H bit is unset and the T bit is set. Instead of the link layer and/or IP address 
of the nAR, the Option Filed has the IP address of the oAR. Upon receipt of the Hl(m) from the MN, the nAR prepares a 
Target Handoff Initiation Message (Hl(t)) and sends it to the oAR (Step 803). The oAR returns a HACK to the nAR (Step 
804), whereby a bi-directional or unidirectional tunnel is established between oAR and nAR. In the Hl(t), the IP Field has 
the IP address of the nAR as the Source Address in this embodiment. The Destination Address is set to the IP address 
of the oAR. The values in the ICMP Field are transported from the Hl(m) sent from the MN. The Option Field includes a 
lifetime of a tunnel, in seconds, for which the nAR requests the tunnel to be maintained. 

[0079] In the HACK from the oAR, the IP Field has the IP address of the oAR as the Source Address in this embodiment. 
The Destination Address is set to the IP address of the nAR. In the ICMP Field, the code value may be set at one of 
"128," "129" and "130" when the nAR cannot accept the handoff. These values have the same meanings as described 
above. The Option Field includes a lifetime of a tunnel, in seconds, for which the sender in this embodiment, i.e., the 
oAR, is willing to grant tunnel service. 

[0080] The HACK from the nAR is forwarded from the oAR to the MN (Step 805). If the MN finds any one of the three 
values in the code, the MN will perform the standard Mobile IPv6 registration process with the nAR. Likewise, if the MN 
fails to receive the HACK from the oAR within a certain period of time after it sends the Hl(m) to the nAR, the MN will 
proceeds to perform the standard Mobile IPv6 registration process. 

[0081] It should be appreciated that the foregoing detailed description is illustrative rather than limiting, and that it is the 
following claims, including all equivalents, that are intended to define the spirit and scope of this invention. For instance, 
although only MN is the initiator of the Pre and Post MIT handoff s in the above embodiments, other IP entities, such as 
oFA (oAR), nFA (nAR) and even a radio access network located in the subnet operated by the oFA (oAR) or the subnet 
operated by the nFA (nAR), may initiate the handoffs of the present invention. 
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LOW LATENCY MOBILE INITIATED TUNNELING HANDOFF 

The EPO does not accept any responsibility for the accuracy of data and information originating from other authorities 
than the EPO; in particular, the EPO does not guarantee that they are complete, up-to-date or fit for specific purposes. 
Claims of correspondent: US 2003104814 (A1) 

1 . A method of implementing a low latency handoff by a mobile node between source and target nodes that support 
different radio access technologies, comprising the steps of: 

triggering at least one of the mobile node, the source node and the target node to initiate the handoff process; 
establishing, upon initiated, a tunnel between the source and target nodes; and 

using the tunnel for data communication between the mobile node and the source node after the mobile node completes 
an L2 handoff from the source node to the target node but before undergoing IP routing update with the target node. 

2. A method according to claim 1 , wherein the mobile node is triggered to initiate the handoff process. 

3. A method according to claim 2, wherein the mobile node, upon triggered, sends a tunneling handoff request to the 
source node. 

4. A method according to claim 3, wherein the mobile node obtains an L2 identifier of the target node and includes the L2 
identifier in the tunneling handoff request. 

5. A method according to claim 4, wherein the source node creates a table containing L3 identifiers of neighboring 
networks in relation to their L2 identifiers and looks up the table for an L3 identifier that corresponds to the L2 identifier in 
the tunneling handoff request from the mobile node. 

6. A method according to claim 3, wherein the mobile node obtains an L3 identifier of the target node and includes the L3 
identifier in the tunneling handoff request. 

7. A method according to claim 1 , wherein the tunnel is established before the mobile node completes the L2 handoff 
between the source and target nodes. 

8. A method according to claim 1, wherein the tunnel is established after the mobile node completes the L2 handoff 
between the source and target nodes. 

9. A method according to claim 1 , wherein the trigger is generated externally of the mobile node. 

10. A method according to claim 1, wherein the trigger is generated internally of the mobile node. 

11. A method according to claim 1, wherein the mobile node utilizes L2 signaling to initiate the handoff process. 

12. A method according to claim 1, wherein the mobile node utilizes L2 signaling to initiate the handoff process. 

13. A method according to claim 2, wherein the mobile node, upon triggered, sends a tunneling handoff request to the 
target node. 

14. A method of implementing a low latency handoff by a mobile node between source and target nodes, comprising the 
steps of: 

triggering the mobile node to initiate the handoff process; 

establishing, upon initiated, a tunnel between the source and target nodes; and 

using the tunnel for communication between the mobile node and source node after the mobile node completes an L2 
handoff from the source node to the target node but before undergoing IP routing update with the target node. 

15. A method according to claim 14, wherein the mobile node, upon triggered, sends a tunneling handoff request to the 
source node. 

16. A method according to claim 15, wherein the mobile node obtains an L2 identifier of the target node and includes the 
L2 identifier in the tunneling handoff request. 

17. A method according to claim 16, wherein the source node creates a table containing L3 identifiers of neighboring 
nodes in relation to their L2 identifiers and looks up the table for an L3 identifier that corresponds to the L2 identifier in 
the tunneling handoff request from the mobile node. 

18. A method according to claim 15, wherein the mobile node obtains an L3 identifier of the target node and includes the 
L3 identifier in the tunneling handoff request. 

19. A method according to claim 14, wherein the tunnel is established before the mobile node completes the L2 handoff 
from the source node to the target node. 

20. A method according to claim 14, wherein the tunnel is established after the mobile node completes the L2 handoff 
from the source node to the target node. 

21. A method according to claim 14, wherein the trigger is generated externally of the mobile node. 

22. A method according to claim 14, wherein the trigger is generated internally of the mobile node. 

23. A method according to claim 14, wherein the mobile node utilizes L2 signaling to initiate the handoff process. 

24. A method according to claim 14, wherein the mobile node utilizes L3 signaling to initiate the handoff process. 
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25. A method according to claim 14, wherein the mobile node, upon triggered, sends a tunneling handoff request to the 
target node. 

26. A mobile node that performs a low latency handoff between source and target nodes, comprising: 
a controller that initiates the handoff upon triggered; and 

a transmitter that sends, when the handoff is initiated, a tunneling handoff request to either the source or target node to 
establish a tunnel between the source and target nodes, wherein the tunnel is used for communication between the 
mobile node and the source node after the mobile node completes an L2 handoff from the source node to the target 
node but before undergoing IP routing update with the target node. 

27. A mobile node according to claim 26, wherein the transmitter sends a tunneling handoff request to the source node. 

28. A mobile node according to claim 27, wherein the mobile node comprises a receiver that obtains an L2 identifier of 
the target node, which will be included in the tunneling handoff request, wherein the source node has a table containing 
L3 identifiers of nearby nodes in relation to their L2 identifiers and looks up the table for a L3 identifier that corresponds 
to the L2 identifier in the tunneling handoff request from the mobile node. 

29. A mobile node according to claim 27, wherein the mobile node comprises a receiver that obtains an L3 identifier of 
the target node, which will be included in the tunneling handoff request. 

30. A mobile node according to claim 26, wherein the transmitter sends the tunneling handoff request before the mobile 
node completes an L2 handoff from the source node to the target node. 

31. A mobile node according to claim 26, wherein the transmitter sends the tunneling handoff request after the mobile 
node completes an L2 handoff from the source node to the target node. 

32. A mobile node according to claim 26, wherein the trigger is generated externally of the mobile node. 

33. A mobile node according to claim 26, wherein the trigger is generated internally of the mobile node. 

34. A mobile node according to claim 26, wherein the mobile node utilizes L2 signaling to initiate the handoff process. 

35. A mobile node according to claim 26, wherein the mobile node utilizes L3 signaling to initiate the handoff process. 

36. A mobile node according to claim 26, wherein the transmitter sends the tunneling handoff request to the target node. 
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^r*fc7*-^^MNtai"5iW>. ttlMNfrL><7)T 

m A\zmiuzmk$h . l 2 a> k*7#^ 

fCi£WIL*#4>* ffFAtBW*t^-f/H P£H 

[0010] -f y7-*y h H^7h r^AM;n Pv 

6fcfcft43^v\yt>':t7 :draf t-ietf- 
mo b i 1 e i p — f a s t — m i p v 6— 0 3 . tx 
t j 12. fW/H Pv.6fflfcAyh*?J-7jiji^-^< 
*4lfcW)8»*il*L''0*4. 
[00 11] 

immUM] : s- ■ ( C . P e r k i n 

s)SL rRFC2002j . 4 y7-*y b&ffili^ 
( I ETF : The Internet En 
ginnering Task Force), 199 
6*1 0£ 
[00 12] 

m& > y k * 7 <r>myi<vi]&&. L2vvmt. 74$ 



L 2 ^ V Y * 7 T o -b 7. fc fift/o v xfc A < y h im % 

tz. hL<imc\> f )ZoX'hz>t^ozt£mLx^z> 

IX. M N CD L 2 8a&£<05S5#& 4kW3^.>:£*n£> 
tJin^i. fficO-f^yhtUTtt, MNOlB 
L 2 77*7^ y h fc fc . «rL 2 
77 -kXiK>f >- b fc ^»«3Wii l£<Ii:& kW 4 . 
Bil. 77**'yb7-7A£^£*Sll77*7*-y b7 
-7 (RAN) ifctt£S«*«y hV-73yho-7 
(RNC) <*>fflfljMcJ:9. L2h <o*l4. - 

:T:«5t/'*» hy-7T'ii. fW7^7 h7-7 

4. «S->T, £^<;M $y7V)£v>L2hy#H&-f 

Mm*&wrt&2mmmi-iRANmnm$ 

^<020<ORAN^|5] til»77-b^SE»*ttfflUTV^ 
4i:&fc:|R0^rire*4. cfcoT, L2h'J^S:^tl» 

2o<OBIO^"3RANJiRtJi«77-fe^ft»*fiefflL 

-7^fcftl>^ : ScoMf*]*^, ^*C0li^^-y H7-7 
14, **4*»7^-fe^tt»*ffifflLrv^, 
^RAN^^-ST'^Oifc^LTV^. 
fix ^ S MSfi^ n y H * 7 7 u V 3 ;Ut5 i ftfi»> ^ > 
H*77*oh3/Wi. -ecoio^PSSAyH^-7^ 

[00 13] 

IIHI*IHft-f4fe«>«)#R] *W, III PSIi 
tc^U^yF^7jl@$:S/M;-ri.h^Uy7*A 
yK^77-a-fe7^«1-4. *fHBtt» t^/HP 

v4t IPv6 <7)W3i\iZMffl~th Z\ b tfX'% h . 
t . tfcV^T . ;H P v 4 X'&htlZ 

til r77-fe7;l/-7 j ifctt OU-^j t golSi;{2 
£8PTffiT*4. rx-^'xyhj k Op- 

7j k rr7-tr7/u-7j kmoiiti^^T . *ass 

[0014] ^/^^7-K*^4 ; et'Ur 
-f-9--t'7^7-H (7-7) fcJ:4*4-9-7**-yh 
mtl. ffi<7) ; et'Ur^^-t'7Set7-H (7-7-*y 
h) (cj:4tt^9-7**y hfcA4^5r#^.TV>4, * 
^o-HSt^STtJ . t /U )V7- y U 
^^>. 2oo^t'Ur^-9--t*7^7-Hra ("«:*> 
^>y-7i:7-7-' y h ) iz h >*)V*miLthtzMZ, 
**D3fc J: 4 b y^'J y7'/\y Y*77u±*i:W&kt 
4. ^/n'-< /Uy- H*<7-7-' y h 7- YizX ZmttV 

^7m:ao^^>, mmwfri pa«7*n-fex* 

ft0Lte"T4. ^Ote, ^A-f/py-Htt, i#^'7 
-7* y h/-HfcJ: *1^7**v Kcv^iBI. 
^fflLT7-77-Hi:jifi-r4. 
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Y*\V)L2^>Y*7Z%ktt&X\ L3>syY*7fr 

y-y-y ts-vizmz i pt^-TA >rw.m'tfo 

mlzit s V-XJ-Ykf-fvYJ-Yt (rmzmtL 
y>yYS-YkV>fflX*L2^yY*7Z?Tommz. 

by*/u#W£3*vctJ|v\ 

[00 15] -IMitU^t VUfry-Yte. 
b U #2tlht-f<'( l Z*%mz£& b y*V VfiWY 
*7TU-tX*mWth3iyT AT AX'foh. YVtf 

ifc, #^OAyb';t77°o-fex£li& 
*A'^y-h'(4, rtj»<0L2*»L3<0ft^ 
£ffiffll/C«>J|v\ y-*y-b*J:y-y>yby-b*tf 

yY%7 Zffitt-r hz\t tfx-% h . 

[0016] #f§BJ!<9^lim«(Cfc^T<4. * A'>f 
/Py- K{4MJ#$*i.S fc-TCt. VUHJ-Ytfv 
-XS-Yfrt>?-y<ybS-YWL2'\yY*7* 
Wb& mlz b y*A*nfcfc-f4fc#>fc:, b y*'J y^A 
y Y * 7W%£ y y - h fc&fit v^ivj- 

b'(4. L27YUX<r>£o%?—y>v by-b*£>L2» 

* JEtf# LT . by^jyy^ybt 7g#K##> 

S. y-^y-Htt. ifi»tf>*-y b7-yc7)L37bl/ 
P7Fl';*tf>J:3$:L3»SlFf£. -e^-yb 1 ? 
-^<OL 2lK»!HF{cWii#»tfe'r-^*. fTt 

fcix&z. )\>s-Yfrt><7)by*vy?^yY 

*7S*<0«f <^)L 2tW(HFfe:*tJEi-& L 3ii8'FP£ . r 
-TVl^fclffl^a J: o LT t * AM /wy- b' 

T . b y* 'J yy'Ay l 3i»£ Xti 

[0017] ifc, tAM^y-H^y-xy-h'*^ 

y-y'-y hy-H^L2Ayh'^7^L^ ^EAM;U 

y- b'#b y* u yy'Ay h*7K«* y-y*y b y- 
%&m.7?±xmi*<m i/o>* y-xy- b*a>4> 

y-?y hy-Hfcv\yH*7Stf*d«^, 

J: I) b y*>J yy'Ay b'*7 £H&-f l>tf>(4. t/^^ 

y-b\ y-y.y-b\ axvf-yvhs-wzti 

x-i>&\>\ 

[00 18] 

■WIS it*. 4^m(cM^«J^T^ff^llNUBn 
[00 1 9] H 1(4, *^BJ^fflJi^fc l/CSiafn* 



l^ttftlSiiS^AM/l^y-trX I Pf-^'y b7- 

y i oo*0!*LT^ssif*6. #aniT\ i pf- 

y*yb7-y 10 012, IMT-2 0 0 0ifflSfcl§K 
f ^f/Pr?***? h7-y^«7) i tu«:¥ 
«l/0>Si:fle&fS. 55fc, r-^^-y h7-y 1 0 
0(4. IETFO^AM/H Pv4WWC*-9fc ; Ey<-f 

6. S«#*4>tf. ^aM;H Pv65rHSt 

LTV r-y *-y b 7-7 *> jtffl-f * i a*T'# S 

ifc^aw-t^Tft^d. iot. xtamo-zmzhtz 

ifctt r^-^j kW^at^LTttWia*. [-It 
^A'>J j i; N r x -yi>hyijyf-x3yj (i r ^ 

-yy'jyr-y 3 yj r ^fig#j « ovyf 

y-h'j tfo. tAM/H Pv 67"nh3/Hi % 

<oY?7bmmizmtztLX^&. zcr>jcm$:*wm 

[0020] »A'^P7^tXI P^yb"7-yi 
0 0(4. @S^^^7t(iUyy : 5ri:CO^<OllI^y- 
H (HSrfr-f ) *^TT4 I Pf-y^-y hV-y 1 2 0 
£*<037fclyCtl/t^S. I ETFH«fc6RFC2 
0 0 2X'&feZtlX^&4 y y-^-y hro • A" 
-i>' 3 y4 (IPv4) iztit^x. rVtiW-fte* 
•yh7-yi*I^-y b7-?£MtXfiMZtll. =Sr 
fc, I P v 4 (4 s iifl^'n b 3)]/C7)$\X*fo 0 . IPv6 
04d^rfli!^iifi7°obr3;Kc^i.Ttav\ 37*7 

hv-y 1 2 0oy-Ho3*>vKo*>{4. ji^w- 
y (EKrfr-f ) X'&O. yy-* y h^7b'u 
x ■ ;i/-r ^ yyro b ?Mz%r>x. A«y y b £ . * 
•y b7-yfco&#oTv^y-xy-b'k%$fcy-b 

t<7MX-)l-fA y?~$h. 

[002 1 ] 37*7 b7-y 1 2 0±(C(4, y"-b7 
x A 1 3 0 WMfetfh *) s I P^aM ^A".y y # 
-yi4 0S-^LTv^. I P^AM^A'/y^-y 
£0j£tyO^y-*-b;U-y 1 30(4, *fli**«3 7 
* ybV-y 1 2 00y-b"C'^0. 37*7 bv-y 

-y 1 3 0 1(4. ISOT-yx y b 1 4 5 tf-ltct)^ 

x^x. ^fU^y-Yi^strnm^h^tifiX'^ 

h. ^AM;Py-b*(4. -fe^Ayb'-b y b, -tr;Pit« 
IS, ysyb'^bb3yt a x-y. ^-y^/HWBIMW> 

4 a tummrf >u *xh *). mu^<^h^xi>& 

t\ x-y'xyb 1 4 514. ^-Ax-y'xyb (H 
a) &XV7*- >;yx-y*xyb (fa> tLr^tg 
tl. ; et''Jr^^-t'7.^y-b'T^ , 9. IETFC7) 
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RFC20 02fcS£§ilTV*SJ:3fc, y-h^x>f 
1 3 0titlX37*<r h7-7 1 2 O'VEAW/l^y- 
R3 5?:gin. X-y'xyM4 5(t W-f3 

-HI 35(4, mMtTf-bAXJ yh (AP) 1 555: 
tf-UC, x-y'xyM4 5fciIfrt&. API 55 
(4. l/^27^«^7h7-^xyf'(fn'i) 
& 0 API 5 5*^T"^7'^7 h7-?l 5 0£^j£ 
LTV*!,, x-y x yM4 5^tt -»/-7**"yh7 
— ^ 1 5 0£-f-t'X£g{*U "»f7**>y h!7-? 1 5 

otf-^-y hv-? i oow^y^-7x- 

— HI 35£AP(4. CDMA. W-CDMA, ££(4 

[0 0 2 2] RFC20 0 2t^oT. ^AW/IV-H 
fctttf-AaHfrfrT** -y h 7-? jWW 0 ST 
C<7)^-A*l^7'^ y h7-^li*-AX- 

ivj- Y%<r>n / r v b ZvUjvj- vtm&\^ 

It^zmm-tl . lOT-y'i y M 4 5(4. 7 *- 

^-A-9-r^-y bv-tfrhmxx^hmz mti 
mmix^&m^tf. *-j*x.-=jxy bxfo->x i>y 

(4 . * -y h V - ? U y ? & ili L T & U )VJ - H (c * 
yHV-^T^-bXSr^-rS. fW/py-Kfcx- 
y'xyN^li i«^y^-*7 h7'ohrj;P£ 
ffiffl IT v **iMW>H5e/- H^r- * * >y h 7- 1 k 
mtXolz, W%<n\ PTFUZZGLX^Z. 
[0 0 23] t-?*7 b V-9 1 0 0 4>T(4. 2K 

/K0AyK?}-7(4. vfaUKjWsy KjJ-7. ££(41/ 
4^3 (L3) Ay 14*7?* 9. ^U)VJ-Yifi. 

h&^-is^yYUjnt^t^^vby-tfrhftLn 

oil:, L3y>y H^7«7)[l(;. tAM/l^y-Htf)** 
H7— ? 'J y? *W3&b4 . t o 1 OOK/M4. V 

j?nu</w\yb*7, *tz\t\"\^2 (L2) Ay 

? 1 5 0f*It"iia^|g-ri»^fc^ML.T^T. *a*4 

;py-b'w^>y h7-? u y?(4^;b£>-f . vUjvj 

- WmW) y7tf i m.\z?£h. L 2 Ay H^-7(4*e|| 
-fe/l^5&lfl*-y h7-?£fcVvtW£ic7)T-£>£. 
fPUf*. £^AP^cy)iij3ioTtgtt$-fiJS-r^co(z. & 
W<nKVfrh<F>\L-?ym<mmt®i i )<r>z.ktf%< 
%}t>h.X^&. 



[0 0 24] [12(4. W»&UA'I PW-^3AyK 
^77°n-tr7.&fSB&(3^Uv:[aTj)l>. *-yb7-?l 
2 0(41 Pf-^-y h7-?T'&9. IPv4£Hg 
LTV^S. *7b7-7120ty-h7x^ (H^iir 
•f) ^^LTtfg|t-CV^<7)(4. tt''Jfa-y'xy 
M4 5 (HA. F A 1 . F A 2 . £J:VFA3) ?£> 
6. ±j£<7)±dlz. I^t''Jfa-y x yh^ 
(4. ty*7M50*ffoW. W^^bW 

cap 1 5 5 (H^t-f ) tflm&ttix^i. &t? 
^•vby-tii. mmrf-tz^-vby—? (ran) 

ifctt*g»*«ybV-^«iJfleia (RNC) fcWLTV* 
T. dc7)RAN^7t{4RNC(4. t^'yM^Cflft 

[ 0 0 2 5 ] MN 1 3 5\m&. F A 1 KTW7** -y 

ftSCK#»l,J:3fcl/0^. MN(4. HA1ETO-9- 
7**«y MUMSJVVfctf)-?, HA#>£>4;c£>*l£*-A I 
P7VUA£-f^b1%?Zklz%h. L*>L. HAc7)-t 
7*-y b*»61KlfcFAl W/-7**v M^KSffi^iW 

MzZ.iX7YlsXt%feZtll, MN(4Jaffi£FAl(C 
MLT^^;H PaH7°n-b^S:fT-5^<y)T. HA[*| 

izz\<7)fm7Yvxtf>M yfv yymk Lxmiz 

tlX^h. fenX. MN5ScOr-^(4. HA*%(fCft 
(tUXO. FAlfchy*/HKJM$ilt, FAl^MN 
iZfcmZtlh. MN*^c0r-^(4. HAgitZtT 

[0026] MNimtllffllAfrWfflW8:B0y}j*& 

ntuzi inn \ faik mmifiSitrti: < % & ft 

H#*S. MN(4FAlieT^-7-7'^ yh7-^l 50 
SrliJT. FA2ffiTO"9-7**<y h7-^ 1 5 0tCA4. 
M N #4<fSftffi BSriirSt. L2h'J 6*U 
MN. F A 1 . FA2(CMNc7)L2^yH^7* i -r<"(C 
jECSh^jia^iiS. MJ#f4. MN^FA 1 fcco 
'jy^S-5fe^^frtl6*4>ixs. -I*U4MN#FA1 
k <F> U y ^ 5:^0 fi(- F A 2^<F»\y K^-7 Srfli. £ i 
j^T § S i o iz-t h tzfrX'b h, L 2 a y H * 7(4. 

MN. F A 1 . FA2fc«fc41»Pff«f* l 3, FAlfc 
FA2<r>RAmz£-oXWShZtl&. MN(4FA2^ 
;\yVJ-7£mihk. FA2(Ci4-9-7*^'y M 5 0 
rt-C'4^IUy^S:J#o«rt^S. MN^FA2 
<7)-7-7*>y btXik-f <*fc. MN(4FA2*^X-y' 
xyh/£^^g<iW&ft4. FA2H«X-^'xyh 
JEftfc J: 0 . MN(4F A 2ST«-9-7**-y h l^-C'^S^ 

[002 7] MN*<S/?>fc:BWffl{IC^i:|6i*»afc:ofi 
T. MNI4fUf&L3Ay|>'5r7. t4^FA2K|«t 

N(4 F A 2 *^^x- y hJA^^M'tr H l^X$r 

Koai-fo rh'i/7.g®ji5^»* tv^if>'i etf 
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^)RFC24 6 2tlB»§nTV»5. ^WZMZ^mt 
LT*«WI»fcll*&tf. MNO^fc&mftTKl^T. 
J4. FA20I P7Kl/^t, FA2£ < k>)&fI$*UC 

N14&K, Zm®7 H UX k MN#U4£ < ffiffl-f & 
I P 7 H k fr^^fflW** F A 2giiT' 
HAfc&D, •fU«ftri<U^t«W*. HAtt, 
ClilfcJCSLT. St^A"/ya|*|(OMNC0A'-(>'f 

ivymkWfcth. -eurMN(cFA2is*Tffli 

*eS*2l4. itlfciO, L3'jy?#MNkFA20 
ISTCSIASit*. iWJtf*, MN<0*-AIP7K^ 
8(C3&4>*l*-rC$r-»Mi, HAj&*gWR->T, FA2fc 
hy*;HB3S§*U FA2j&>6MNfc:S£&fl4. 
[00 28] &U, iOWPt^^I PfijKOfa^ M 

® s o*0MN3&»PAifco*aiaflw« , c*«r<*^r 

FA2^0L3Ayb'*7*m>l>4-CO,rk£ 
Ay 73151k ;oSI§7*n-fe.Xtf)|Slfc:S«L4 
AyH*7jBSi, »1 OOSimfclBiTLiSfctf 

Mifc. *LT&&<fti*S$rlKB'C*4* H At 
FA 2 (£*i6»i8*&<ffiO*vh7-?£tfl/C# 
ftPST fefirv^ ) kOHT-OSfi^#kjIg;< 7 -fe- 

[00 29] Wm\t. L3J\>)i*7lzmf&MWt: 

l 2 a y 7*> h y * u y ^ n y h :* 7 

( P r e -M I T ) fcOftffl, 03 ( a ) , 3 ( b K 

3(c) izmi<m*ztix^&. w,2mmt. 

M2Ay K3T7^^ )VmWi h^'J^tPost 
-MIT) kOftiftu 04 (a), 4(b). 4(c) 

KfrhU K?«tW-4. 03 (a). 3 

(b) . 3 (c) £#BSL-t. Pre-MITS**KC 

[0 0 3 0] 03 (a) (4, IPv4 <7)£l#>0)P r e - 
MIT$r0^LTV^„ 03 (b) (4. 03 (a) (c* 
£*U> P r e -M I TO b V b<F>?A S y^£fft 

m-timx'hh. 03 (a) 2o<dfa#h^$ 
fi-o**. ^^^>fa{4, lutea^ac, 

r*»M5 0mT^4. dOF7* y M4, AP 
1 5 5££UC^6, MNJ4IBF A (V-X) KH§-fS 
fi«b&*3*iTVvc % IBFA£tfLTT-?Oi*gfi£L 
T^S. MNI43EfflBFAfcJS-f7**-yh£St*U 9r 
FA it%h-h?-y>yb) 'SflfrJTfHtoL'O**. % 

a. fiiBF a(4. mzmmrf-txftmzft&ix^ 



n® it: f Aia^y 7 ic t , *^J4jSffl-rs ; 

ktfT£i>. 

[003 1 ] MN#IBFAk*iFAfcolSlo**j£fc:i 
IBFAkOT-?M^ftfc&<&9-eok: : Sr 
Sfc. MN(4. L2AyK*7#iB£9*3-C*SkiI 
«-tSL2 b'J#£gfrfl> (XT7/3 0 1 ) . L2 
h U # k § 0 OJ4, Klzfrj Ky btf&Z. !>i>L<J4& 

TV^L2 h'J^(3{43S^J)l,. ffUONU#(4. L 
2Ay K>T7*^ •) a "C*4 k MSBtl b 'J fiXh 
h> COSSlOMJtfli, MN, frIBF AO kWgft 
LTfcJSt^. »20hUXfti. Uy^^Vh'J^kBf 
(4il. M N k IB F Atf*<mi&i IX coMiE V 
y?i)Ukhizt:b^oZt£MNb\BFAlzMm-&. 

FAIZ. MNk%\FA<r>mz%\ttL2 0y7ti i mLl 
fck^3:ik£jl*irfl>. 

[0032] xftwizx^xte. L2h vmmfecoi. 
2 m^izmm lx (4v ^\ mwjyryvbwuk. 

I X JS < * ijffl Wt*J> ^ (i>L< li TOCfe ^ 3 ) L 2 

9 4 . MUX. b U tftf&MZtvt: t> mt&zti 

L2 K^A'#ff*rLT*>m\ ^Iz-r-fy/ 
i/XfA* 5 , 7.1/ -y Hfer^TAa-^UffS-fr-ca 

kA5^-^flH8*, L2^L3-CHrAPklBAPkO 

fc. hUXfflHWi. I P^y^fckoT. flW^mfll 

jaTOxyf -ff-f#L2 h U i k 

S*4>tf. IHFA. «FA. m®77-tA*v bV—7 
(RAN) fcitf&HI*'/ h7-?3yhO-7 (RN 
C) OV^-f<l*»4>*40-CtHV^ ClC-C'RNCk{4. 
IHFAjWKFAfcJ:4l>-7'*<y ht;-9--t'7$rJgft-r^» 

[00 33] L2AyH^7^4L-e3T*l>kOL 
2 hU/rtioT h';^$iX. MN(4 ; E>'^;^NyHJf 
7Sf (HReq (m) ) £|BF AtCiMfl-fS (7>r-y 
7*30 2) . ^OHReq (m) <7)^< y-fe-^'7 *-7 

^•y h^Jffll^ y-b-^Qh^^ ( I CMP) frt>ts:h 
ftftlOXv-t-iSy *--?••/ btZft^Xm. I CMP 
04007 4-/1^(4, ^^7*7 -<-;l/H, 3— 4 
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*7S* (HRe q (m) ) T*4 Z. b 4 -IV 

2>. *xv7-VA7 4-)Um. 1 6fyh 9. 
I CMP?4r7 4-/Uh*a>£<AICMP*>y-fe-x<?) 

I) . ¥#77 -f —)V Yit, 3 2t-yh*0. 0fc-fe-yb£ 

[0034] Z.0mWtX -y -fe-^7 *- •? 7 h HS> 
Sffe^-f-^Kfct 4-lVYX*fo&. 7Y 

VXy 4-A<FK«\ t'vYM£X\ 9-y<yhhVtf 

7*-yyx.-V3.yYmy7VA*?7YVX 
i±*)L2ffl!ft {-r%hhL27Y\sX) X'$><0 . 3 
itX'Xh. MN(S. FAa><oSfILfcAVfQ7 ht'- 

3yfi-t*^cn^L2^sij^K#tTtm\ la 

F A(i s WSWjKU S'-fcJ: 0 3O<0L 2Wj'H t a 4 6 1 

0i<aj»t4*fc» £*>TKU*7"f-/H*K:li, 1 
OOT HP^-fJfc^SfF ACOT Y UXA*&a*lTV*4 
£<R5W>. |0FA«*rFAOrH^*»oT 
^Sfcfifet*. frFAWI PTHUX^iKtiltf. IB 

f Aiifr f a t mmmz'+T ozbm-z&WBFA 
wmF aotyu Atn&umb ix 2^b&. io« 

MN*»4>^*ST*4. HrFA^^x-^'iyhJE 
*#M N ^ t # t . M N {± I OX - >? x y hfc£ 
*^frFAOI P7Kl>-X£JR?tl/C, HReq(m) 
teftJD-fS. loll IB F A(C, j£|$<7)FA<7)I p 
7 YVA* L 2^iJ-? i: M^lottT > T-TVMCftfH* 
hX5lzm»thZ.tX'hh, HReq (m) fcl P7 
KU*jWWll$*UO^i:S{i, |BF A(JHRe q 
(m) ^3ig|50lO^^L2^WKDai-r. 
L2JKS(H t *»<9. IBFAtt*fJ&f4 I P7h'W*.£r- 

13 (c) tSSiifcP r e - M I T h "J#Wt-K 

otraot i zx-mmmmz . #nsu$s£*5 

(i. MNHWHReq (m) KJ2. §rFA?)L2i:L 

[0035] MNfrfcHRe q (m) *gltt4fc, IB 
FAfcL HReq (m) fcffjDSfUCV^JSSSaW) lO 
t^itTV^LSaail^SrKOaiU. MN#IBFA*> 
fefrFAKfigHbS^SSLiafcLTV^fcWSti. 
IHFAtt. W(>|FA(:V-xi-yiyhAyK 
t7gf (HReq (s) ) £>*jft6 (^r-y 7*3 0 
3) . IBFA^HReq (s) feSeflM"**:, ffFA 

«. znmmzimztix^&iimmmix. mn# 

\BFAfrL>%iFAlz^yY*7l£obLX^&Zb£ 
»4. £*lfcJ6SLT, frFAti. IBFAtCM^h'^-7 



^ (HR P 1 y (t ) ) £iI9M-f (Xf7730 
4 ) . Mzi 0 . filHPABHc h y*/WW&t&. 
Ztlt>C?>hy*Mmi}\Z\X\ 0rFA*^|BFA^r 

H. «iFA*^WNyF^7)g^{i. IBFAfcJOMN 
lZ&mZil& (Xf77'30 5) . 
[0036]HReq (s) tHRply ( t > ii, l"I 
fc t* -y h 7 * - -? y h £ *> o fcftMSr.* -y * - ^-C'J) 

[16(2. HReq ( s ) tHRply ( t ) COX «y 
•fe-i/*7*--?>y b&^LTV^I), :«7t-77ht 
tt. ^-fr7-f-/UH, Ht'-yK Nt"7b, Rh'-y 
K Mt'vh, GtVK TtVK Bt'-yK £3?ffl 
ffl7 4-)l>Y, MN<Vfc-J*7Yl'Z7 4-frY, HA 

. :M 7'7 < HOffiJi » ^ -y -fe- 
^>V\y KjT7g* (HReq) X'hhfr^V h*^7jS5 
I(HRply) T**^**^. Hf-yhii. V-X 

^•f. Hh'7^7 h^ixT^T. Nh'-yhA^-fe-yb 

LTV^4. Nh' 7 M±, f-yvbhVtfZtltlZblZ 
&&>\yY*7W$.X'fohZbZ5fit. Nh'-y h^'-b-y 
h$ilTV^T. Ht'-y h^-fe>yh$fl-CV^V^ i<7) 
- y*y Yfrt>X*$>&Zb ; k7jkLX^&. *^Sfi 
JKitev^Ttt, |BFA*iHRe qSriMflLTV^. J: 
oT, H{i-fe-y h$ilTV^T. Nti-fe-y hStLT^^T 
V\ H^NCDM^Tft-fe-y hStLTV^V^T. S^'b 
y*;kt3l«rr*fc»«««T*4*fe, Rt' 7 Yit-t 
•yhSilT^i. Th'7 Hi IBFAli, JI^Tf6ji:j£fir 

t&Z.b£yfilX^&. Zrtkolz. |BFA(±, Yy* 

*SW>TtfiV\ Bt'-yhii, MN4*HA^Oj£ST|6lb 
y%jU£W%LX^hbWoZb£vkLX^&bbi> 
iz y grFA^IBFAtzjSWiSlhy^'jy/Srfforv^ 
JtWf, «FA*«HAA^attri*ihy*;^«fflf^* 

[0037] 4#ffilS7-f-;UK{2. MN^hy^/k 
■9-- b'n< h V ^flbtiii ^*»*&"C* Ut ^4 . 
±i£»]|S]7 ^ -/UHO«*<0tc-b -y h S*vt v*$$£ 
T. Tt'-y h^-fe-y h$n-CV^V^A>, |BF AtiMN 
MiifWtjr -y h t h y^yHSM L%\\ ±ftMW\y 4 
-)V Y <7>m £ JEftm* A oTV>T. T h' -y h *>'-lr 7 h§ 
fLTV>^^., IBFAti. ^fiftfSIShy^/MKISrfi 1 

o- . a»ipF7 -/Wi. 6 4 1* -y t> h o . a«s** 

OJMf*»fc: nth ^ 0 l-ffiffl-f 4 . 
[00 38] \BFAbMNb<Offl<,ZL2 0y7t>m~?X 
IBFAti. MNcOHA*>^*^r-^S:MN 
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£hy*/H£jMU ^UCMN*^**:7-'-?£. HA 
thy^HEiMLii-rA\ !iif$Bftto*4. MNfccoli 
2 'J y?#:febii*:£>-t etc, y y?y*?yh y# 

fciOfl&SftfclBFAtt, IBFAtfrFAis^Cil 
ALfcby*/l/Srttffll/C* MN3Btf>r-*£i89iW> 
4. MNjWRFAfcii^^yhKAO, MNtffF 
AfcOf§jOL2yy?^m^4fc-f<'£, frFAJi, 
yy?«£by#fcJ:o"C»&3*lT, |BFAj&»fc#jfc 
f-^SMNferhy^HBS-fS. c:cob#, by*/k&« 

IB F A £ b y*A& LTii^V"*. 

[0039] £<oJ a fc, *«BH^Hifc»ffiKJ:fLtf. 
MNIiL2bU/rtflfflLr, *rlBFA|Bfcby*/l'* 

1^*vb±tv^fc*fc, IBFASrffifflLTr-^ii 

®omsfc&4g§i£&<tvanii*, vtwj&t 

MNtt, frFAtc7)L2iift* i Hiz:U^ H2fc*8 
ii4 i o ttES&vU )V i PfNifcft&fcttlTfcSrW- 
fUf&£>&v^\ IfrLZtili. MN3&»6«R*fcJ:-3 

IBFAIJ. MNfcWli<0*V^S*|tt-rftfe»fc, 
ftRS^ifcipfc:, by*/W£5I&U:'5^»U:>9t 
I). 

[0040] 03 (c ) li, b'Jtfl'X^-KfcfcW* 
Pre-MITMS^?^ $y?'£^Lfc0T*&4. b 
'JtfWre-Ffcittvcii, IBFA(±, «DFA<7)I 
P 7 b 1^7. L 2 mV? £ W t-T l^f-^t LT 
^4. <I<l4>£0THU^{S, RFC 2 0 0 2 O^E A'-f ^ 

fcRFC2 00 2^1112, RFC 2 0 0 2fct>WC 
tt, Cfi^wobn/Wi, MNfcififiSFAfcwiafcis 
ivC3||fcS*rC^4#. *J6WCJi. |5)trnh3;l/ 

*\ f Atz<mm<?)F Ahomz&^xmtzztix^ 

Ib^dZbX'hh. ZcoXolz, Xftmzte^Xli. 

FAlz^-itxybJZ^tmmVM?. IBFAJ*. & 
IC. £0££fctt;taS;hXV*4iaS^A»&L3fcL2tf> 
iM^KOftU IBFArta^r-^fc:*^-/^* 
t4. 

[0 0413 £tz. b>J FfctStvcil, Pr 

e -M I Tmmh^ZW Ntf&tl L2b 'J#«# 

tf>l*|g|5?)L2fI-^£$fflL-t Pre — M I 
lftU£%t>%\,\ iLMN<3L2fcfclrVC, U V^fpfffi 



C7)L2(4, MN#il«LT^4ffi¥i:iSfiiOFAj&»60> 
AM d «y b t- 3 ym^vffi&i b tfft 

#4. t'- 3 yft^^€r ^ -"f 4 .1 i: T\ L2 
#L 3KL 2 Ay H*7*«i 0*3 ^4 fcil*Q-f4 
£fc#aj#4. L2te. 4fc. L3^il»T% ft5fctt 
ft 6*lfcJl&**r*»i F A i: L 2 iMffSrftft-r 4 
¥#{fi*4. MN(i, L2WK#7fcTOW-* 
fcftfc, A-^r. y hjSico LSfFWSrffifflL-Ct J: ^. -I 
oiofc. A-^.y bS®£SCL£Ayb';t7imt 
mm-2 002-19076 riEH^tt^T^-bTsT 

MA,**, b i 7-?izmh : tfVT4 i f'Mijmi . t 

^1^2002-1 9084 r*t'yr-r^SI£ffl^ 

(t4«31fijfityb-bf&£j tiEtt§*iT^4. 
[0 04 2] H3 (c ) £K9K9i&8ft£. MNtilB 

FAtftnurv^m, <xcoa^ K^-7Wfc*<o«aiF 

A£Jlo»t4fc«>fc:, IBFAi:fl!!^)ifiB8<OFA*»4>wc 
^D7 bt'-ayftf-fc*-*--*^. MN#IBFA*» 

^mFA^bmsix^miz. MNttgjr*>L2j&> 

|BFA*»&WC>f Q>y bfI#a*SioTH4i:tf)iI 

»&wt4. L2*^io^ii*n^hu*'i: Lxmrnt 

X. MN{iPre-M ITZmthtZ (^T-y7°3 0 
l) . z<?>m* L2{i, ^fiUcAMQ7ht-3yft 
WM&tz&l* iX. mFAtf&w\y)i*7e)9-y 

vbTfoik^ozb*. mzMmzmtaLx^itfo 

X- j/'x y h V U ^r-^ 3 yt£*f F AC0L 2 iU5ir?£ 
ftinLt, IBFA£iH4 (Xf77'302) . 
[0 04 3] MNHi-y'x> hV 'jyx-^3>2r 
IBFAlittSMS^BJv^, *i*»^>L2KI 
Sff^lXOai-r. IBFAti. **l*»6*^>»IUfcL2 
SKSIHFteWJC'f 4 I PTb>7.5:r-7 J ;H*l^tT, 
frFAtOI PTh*y^2:^-f4. *LTlBFAii. H 
Req (s) ^ffFA(;jMff-f4 Ury7*3 03) . 
;c7)HRe q ( s ) b. &COZT>y7°3 0 4X'&{$Ztl 
4HR P ly (t)li, @6fc*Sn4Rtr-^7* 
-77 h£WL.T!^4. E3 (c ) <9*r v 7*3 0 4 f: 
Xr«y 7*3 0 5T'fi : =5r^4Ma(i. 03(b) OMJS 
-r4^r-y7't'ff ; 5r^ii4^ai:[Sll:-C'S)4. hT. 
Cit^Ol¥tv«ii i tB&1-4. h 'J#lx**-F£fc 
MNti fBi<7)l Pxyf -rT-rOliBfJ&UcP 
r e-MI T^fe-T4^i:A^'^4. ^Wj;o£, h 

^L2b'J^iJfflf#=5rv^^J>4 (Witf, IE 
EE80 2. 1 1 x£7;U-h?-X (SH^S) ) . 
♦JKBfciWf, b 'JXru^t- b'T^i)LTV^4 ; eA' 
4 )VJ- b\X. *v b V-ttfWi. 0 t[T?*.73m 
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e - M I T SrBBtt-ri i 4: & . 
[ 0 0 4 4 ] H4 ( a ) (C, *»!Bfc:*J»t4 P o s t - 

(Post -MIT) fcjjrf. H4 (b)(±. Post 

—mi to f y#*- fw>t s vy^mmxhh, 

04 (c)(4. Post-MITOhU^V^^e-KcT) 
M Sy^fHW"*)!). Pre-MITtPost 
-MITOMi4, Pre-MITii x MNjWWFA<0^ 
7** hrtfcWC. |BFAi:«0L2«8£Wl/U*4i: 
*(CHtt&$*fe*L*^)fcWU. Post-MIT(l M 
FfcA->fc& (IBFAfctf)L2« 
«**->TV^) X\ ffFA^L2tJ«tW4Lfctt 
fc, B»&$-£4>;h.S Pre-MI 
T-Ctt. MN#, IBFAa»fc*fFAfcL2AyF*:t7£ 
ffOHU, IBFArtfcJ:«^*yM^tCV^it*tC, «T 

IHFABB^)hy*;kWi4-f*. £ii£WU Post 
-M I MtiiflfiF Alz£W7*v blzX*). 

ffFA^L2A^H*7 -5 fcttfc, F y */k*< 
Wi-f*. Pre-MITIt FV*^**^ 

M£titzL2J\> vtyizm^xmiL-t&cox*. f-m 
m&>&. Post-MiTii yyx-^x 

[ 0 0 4 5 ] M N im F A X h Tf* v F Ao fcl* 
fc. H4 (b) fc^Sil-CV^Po s t-MIT#H#i 
-f&. MN#|BFAfcJ:4ir7**FfcaS4"*. MN 
14. L2AyF^*7#S£9*ofc*fc8<c>-fr4L2 FU 
^SrS«t4. U>U MN{±, Z<7)bV#ifimU 
L2^yb*7%mz\Z-£&. MNtmF Mz£ hrf? 
* -y bl/Z\hb~? <*£ , L 2 SfltfM N t £r F A t <?M 

tiii-rs. Mm*, »y?m±bvmz£*)Mto$% 

ft (Xf-77*40 1 ) . Post-MITfcHKfrfS. 

ifctt, MW4. SrFAfcHLTflU|6^N*>f;HP«il 

m$7u*ziimbz> t x-M n jwjbmtc* & < * s xh 

Htf'Ny F^SHfcJnbS . IBPA^l 3tSfcWfe 
■t^Sco-C&Wf, MNJ4. W:«tSPost-M 

[0046] VyfffiLbV/ffcX^XmilX. MN 
14. fFACHReq (m) £i*l> (^77*4 0 
2) . ClOHRe q (m) »f-;7»-7y F(4. II 
5CBKCij*U;fctf>-C<&4. ilVMi, Pre-MITC 
fcWC£ffl$iU>HReq (m) Ji, #r F AO L 2 fiE'l 

? ( l 3i^!mi, *ri/s/c*i ) **L^t£5sai 

Sr^UTV^I.^ Post-MITfcfcwcffifflSft.* 
HReq (m) (4. IBFAOI P7F*U*S:3f U:&36 
»Sr#l/0>*. HReq (m) ^ffTSi:. frFA 
\i % HReq (t) £|BFA£j£fi-f& Utv74 0 



3) . -tSfc. IBFAJ4. HR P 1 y (s) Srjg-f U 
T-y 7404) . frlBFAHT'HRe q ( t ) fcHRp 

i y (s) <7ygm*'fioc\k.x\ %im Affiizby^iV 
Iffi&Xtih. bV^Vim&LtibMWzfflf&t&tz 
ttte, |BFAj&»4>tf>HRp 1 y ( s ) li, %\FAfrt>M 
mz&mZtlt (XT774 05) . Fy*/P£iILT 
MN^fttt^-^^a^ifcSfc, IBFAt&^OH 
Rp 1 y ( s ) jpMNCKSSfiSJ: 5fcLTt&V\ 
HReq (t) fcHRp 1 y ( s ) (4. H6^Sitfv! 
£ fc'3&.Xyfe->'*7*-"?>y Ffcl/CV*4. HReq 

(t) J4«fFA*»^>|BFA^i:j*@Sn4<0T, HRe 
q (t) OHt*«y Fl4-fe>yF$*l1\ Nt'>y FJ4-fe>y F 
HReq (t ) COTt'vbtf-tvbZtlX^fi: 
fc, ttFAtemfobylJW-t'ZZWXLX^&Z 

li, SrFAj^:fcLT^4iiWfoFy*/l'*&#Stf4 
VISITS)*. tW«ii { 0tfc§m(t frFA(M 
^■iBjhy^/^^LTV^V^ifcSr^LT^I). 
[0047] Sf|BFA|SkOFy*;P&ffifflLT. §fF A 
0-9"7*>y FrtKMNtflvti, IHFA*»4>r-^SrS 
fit 6 Post-MITCfc^TIi M 

n#u y??i& f u #£gft lt *»6 h y *iwm\B f 
AHtiii$^4*-e, MNjir-^^fi-r^wt^ 

aj5fe=Srv^„ U»L*j&«4>, MN^^;HPfiirn 
•b^*ffdi:#fctJ»tS. SH^tJE^^>y-k-^>' 
MNfcHAtoiaSr^y by-fZMlX&M-t&Zb 
izfrfrmmkifr^ht. *rlBFAHfc:hy*;u*Sli 

■fSO^*^B#IS{iMV\ iot, Pre -MI TO 
ctot, P o s t -M I TlZ Xtllt. J\>V*7MW£ 

mt>itmmzM Y )m<zttfX'$z>. zix. mt& 
mmtiizti v ^xm^ ^- tzmm^miz* %> . mn 

(4, ^L3^yF^7^ff^(tilif^^^vW. M 

Nwwmz btztfw mzwt>it&zbtf}i&&. 

[ 0 0 4 8 ] H4 ( c ) (4, h »J ^lxX^r- FTP o s 
t-MIT^ffo^^^ 5y/5r^-rHT'^&. F 
'J KTOP r e -M I TO^&i: IP1 tX 0 

IZ, MN^Post-MITSr^-fSOfc, L2h'J 

mimmx'*&\ x^x. Post-Mnwt 
&<wz, mnii sMwftucoL im^zmmLzim 
(xf7r4oi ) . z<?>tzMzmm*sffi% 

MN»7)L2ft-5!-i LT. MNO'J y^Sc07oF3 
;P7.^-y 9\,zX O^^ii, MNOrA'^f ^. F7-f a'-C' 

*(iffl?rife43a«nMSrttfflLT i p^ y?-7x-^ 

API Sr^LT±3& t ->T<4rt»yy^iliil»Ii: 'Jy 

^ r>7 vmstfhh . f y HtttfflSfi* y y ^ 
f y ^ y y ^ y*t y f y ^ \ ^ ^^>o y y 

^Wi- OyfW/mmzii. MN*«ttLT^4 
(fcU<tt«aLTv^) APOL2£:L30i$8'J : F44 
*4<trv^V\ Witf, ilLAN ( I EEE8 0 
2. 1 1 b ) fcfcWC, *SiSLAN03yhO-;U71/ 
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-1/ a V* -v -t- . *H L A N<7)r AM 7. K 7 -f A 

[0049] fi&<DL2iimz£<0 hV tfZtl. MN 

«rFAfc. IBFAcOl PTKUX^fc^^Uc 
x-^'xyhVy^T-^a^SrMfi-f-g) Ur-y 74 
02) . ^cOf^^T-y7°4 0 3, 404fc405fc*J 
^XfiZbtimmii. H4 (b) TtfifrfiByifcra 
t"C*4. #i&47?*7&ffi£1£fflLT^4#i&o£ 
*y h7-y*_L?P o s t -M I TjWt$r*>*l4tt8lfc 

[0050] «11 *A'4 /HPv6 Sr^ffl Lft* 
y h7-7T"tefflL-Ci&V\ H7 (a) k7 (b) 
14. *>U)Vl Pv6lOPre-L2A^H*7t^ 
■i)VMhYyWsy^VY*7 (Pre — M IT) O 

Hi: , *<7):M 5 y?mx'bh. mzmwit: IPv4 

Kfl!fc*i4L3*yHr->*fc:±fc:fc4. lPv4fflOP 
re-MITi:|5ltJ:dC I Pv6f(7)Pre-MI 
TTIi, IHT^-bX/P-^ (IBAR) j^ffT^-feT.^ 
(ffAR) ^L2AyF^7#ff&;bfi4iiii^ 
BARbttARbCOmfchyfrUiffiLZtll. Z<7)M 
lzm.2tlfzhy*Mz£*) . MNte, grARcW* 
yhrtfcv^BIi, IBARSr^LTr-^iifiSrffa 

BH*E9Ki< 4. VTiU94J*T 

[00 5 1 ] I Pv4fflC9P r e-MI TfcPItid 
fc, IPv6ffi«Pre-MITIl h'Jtf^-Hfch 
'J *>Xt- KOflttrCtMfrra t tAM/HPv6 
{4. *y<-f/HPv4J2Utfc, L 2 Urlfcfte 
froT^4. L*>U L2AyF^7*^0-eaT'$> 
4tiI*nT4L2 hU;$>\ IPv6^7h7-?Ci) 

v ^fOffl^riBT* 4 & i *ol 2 hv tfzm 1 

X, MN(C#f^Pre-MIT£IHtt$-£Tt>JI 
V \ L 2 h U y h 7- J? lffl?TffiT*V^ <b . 
h VtfUZt-FX'P r e -M I TaWTfrMl^ST 
1)4. hWWt-KCisUTIl MNc7)L2* {, ;y 
^fcffW-tiifctfaifcafcfctf. MNte. 'Jy70« 

fc, L2AyH*7*-?aW4^)C Ay-y hjISiOL 
3lWiHSffll/CfcAv\ 

[0052] I Pv4ffl^Pre-MIT$rHg-r4i: 
SfcR*3*l.4J:3fc. I P v 6fflOP re-MITj 
118*4 fcSfc, $TAR^L2f^iJ^£L3I$iJW35 
^ifcWJWfraqg^Sii*. MNIi, frARA^oh'- 



Nfc§rAR*>k<^-;?/£&#S MNIi, * 
<M'-*d;^4>L3HKiF?£»4£fca t Sf}*4. IB A 
RttMNOftfcO';:, ifiRtf)ARfc7U-*j££*gIff 

tHv\ IHAR(i, /P-*£ftS:gflW4i:. r-7> 
rtt, ifi»^AR^)L3iigiJ : f*L2»ISiH 1 i:WiiWt 
•C^^T4. MNjWBARfc, *rARtf>L2i«8!Pf<0* 
fcilSlLfcii*. Zvyr-fAsiffimZtiX . frARcOL 
3H^W^$tL4. 

[0053]®7(a)h7(b) £R4. L2AyK 

*7tfmz*)*o tit m h 1 < am* <*> m^zx 

QhVXZtlX (7,-fy7*7 0 1 ) . MNIZ&U >W\ 
yY*7l£M* y-fe-x'H I (m) ^fflSLT. IBAR 
ti*frf4 (XT-yT-7 0 2) . -TiDH I (m)te. I 
P 7 * -/I/ h\ -f y * -* y h 3 y b o-;M 7 -fe-5> 
7ohn;K I CMP) 7-f-;H>\ ^LT^T^ 3 y 
7 4 -/H«iW.< i*VC^41$!M$:.X «yfe-x7 
yb£LTV>4. I CMP7 -f-A'FH;. 09t*$*l 
T^4. I P7^-/PHW1 4O(7)<i^A0, CLtilz 
£*)'\yV*7Mm* -;-t- : S (HI ) SrMftffll*^S 
AMtiS*^>fcifi»SrA5-X-^3WII»S*L*. I P7 

tt, *HBJt14MN^^-A I PT HU^T*4. 1^2 
«0®4, »ftrF^-C*9, *«Wfc*JV^TIi, I0A 
R&lPTYUXX'fol. Sfl3<7)ffite. ^-yTSIISftt:* 
J>02 5 5t^7 h$ilTV^4„ IPv6 
-k^fa'JT^7°nh3 jwcmt S <1T ^ 4 12IE^ 7 ^T' 
*4. i^)f2iiE^>y^{4. H I $r^ti^^iES : 2rt>« 7 )'C 

h&tvm?&<Mzmzti&. 

[0054] ICMP7-f-A'Hi:*}V>t, 9A7~7 4 

-H'WMii* z\<n* v^z-Vif^M )Vi\yY^7^ 

(HI (m) ) X-ftZb^dZtZfikLX 
V>4o 3-K7^-;PKcO«(40t-$)4. fi^m 
7^-^F{4. ICMP?):M77 4-;l'Ka i £OIC 
MP/«y-fe-^l^)*Ba*lWl^)*BR"CftO, 16t* 
-y h*^^r4. IKgiHF7-f-;UKfc:i l 9. ^7*-^ 
*»^-CttMN-C*4. St'-yhtiO 
H-fe«y b$fi/CV>4. Ut'-y h(iy^y7r7 5y v "t'$> 
4. Ut'-/h*«-b«y hZtlX^&b*. MNjWWARfc 
i 4-9-7** -y b rtfr-^ Sr^ft-f 4 C b tfX'Z 4 i 0 
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